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Abstract

This paper critically examines the relationship between cybersecurity and Copenhagen School’s widening security theory, with
the aim of assessing the possibility of applying this theoretical framework to the cyber realm. As cybersecurity is a relatively recent
addition o the security discourse, this research explores whether the Copenhagen School’s traditional framework, which was primarily
Jocused on securitisation processes in the five main sectors (military, political, economic, environmental, and societal), adequately
encompasses the unique aspects and dynamics of cyber domain. The research question is: Why the cybersecurity field can’t become a
separate constructivist sector? The study begins with a detailed overview of both cybersecurity landscape and Copenhagen School's
Sfundamental principles to provide the context for a comparative analysis of the Copenhagen theory and contemporary cybersecurity
literature. In doing so, the research delves into the features of cybersecurity, with a focus on the evolving nature of cyber threats and
vulnerabilities. By performing a qualitative analysis of the existing literature, the paper assesses the limitations of integrating these two
concepts, ultimately concluding that cybersecurity lacks the distinct characteristics required to be considered a separate sector under the
Copenhagen School’s framework. The findings contribute to the ongoing discussions regarding the adaptation of traditional security
theories to address contemporary security challenges in the digital age.
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Introduction

Over the past four decades, the cyber field has continuously gained importance due
to the rise in the number of attacks, some of which have had a significant impact
on the security of states. The first major cyberattack ever encountered was caused by the
Morris Worm in 1988, a type of malware which was capable of self-replication from one

computer to another without any human interaction and constantly searched for new

computers to compromise (Meeuwisse, 2017, p. 161). The worm managed to compro-
mise computers used by Purdue University, Massachusetts Institute of Technology, and
the National Aeronautics and Space Administration (NASA) (Jajoo, 2021), while also
representing the first case of a person convicted under the Computer Fraud and Abuse Act

in 1989 (Federal Bureau of Investigation [FBI], n.d.).

The Morris Worm was just the beginning for a massive amount of cyberattacks conducted
by individuals, states, and organisations. The well-known April 2007 cyberattack cam-
paign against the Estonian authorities completely shut down the infrastructure of the
entire government and ministries while also proving that states are capable of using cyber-
attacks as a political tool, considering that the whole campaign was determined by the
relocation of a memorial commemorating the Soviet liberation of the country from the
Nazis (Herzog, 2011, pp. 2-3). Moreover, the 2015 cyberattacks against the energy sector
in Ukraine underlined that the cyber field would also become an important component
of military strategies (Pléta ez al., 2020, pp. 4-5).

The realm of cybersecurity has developed into a distinctive domain, characterised by var-
ious types of actors and attacks, primarily delineated by their motivations. Within this
context, there are entities engaging in cyberattacks with the aim of advancing political
objectives, securing economic advantages, or advocating for specific ideological beliefs
(Li and Liu, 2021, pp. 8179-8181). Therefore, global dynamics heavily influence the
frequency and targets of cyberattacks, highlighting the interconnected nature of interna-

tional context in cybersecurity.

The most complex form of cyberattacks is the Advanced Persistent Threat (APT), usually
conducted by state actors, aiming for cyber espionage and using the most evolved tactics,
techniques, and procedures. Generally, the Russian and Chinese APTs have been dubbed
as being the greatest threats against North Atlantic Treaty Organisation (NATO), con-
sidering their use of the highest level of technical capabilities to collect intelligence and
strategic data (Olszewski, 2018).

On the other hand, although with a lower level of technical complexity, the COVID-19
pandemic has precipitated a discernible upswing in cyberattacks, particularly those under-
scored by financial incentives. The widespread adoption of remote work and increased
reliance on digital communication platforms during the pandemic created fertile ground
for cybercriminals seeking financial gains. Likewise, the pervasive anxiety prompted by
the pandemic, along with an inherent curiosity for detailed information, led a high num-
ber of people to open malicious emails. This context was exploited by financially moti-
vated cyber actors which conducted ransomware attacks using the COVID-19 pandemic
as a tool to access computers. During the period spanning from 31 December 2019 to 14
April 2020, there were approximately 30,000 cyberattacks specifically related to COVID-
19, and in March 2020, there was a documented surge of 600% in phishing attacks and
(Lallie et al., 2021, p. 3).

Finally, there is another subset of actors propelled by ideological motivations, endeavour-
ing to advance and advocate their specific systems of beliefs. These ideological cyber actors
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distinguish themselves by deploying attacks characterised by a lower level of complex-
ity, and greatly influenced by the international political landscape (Yunos et al., 2017).

Depending with their ideological stance, these actors may support a varied range of causes,
encompassing issues such as the decriminalisation of soft drugs, supporting the cause of
Ukraine, or environmental protection.

One group that particularly fits the description mentioned above is KillNet, a notori-
ous ideologically motivated cyber entity, which was mainly active after the 2022 Russian
invasion in Ukraine. KillNet specifically directs its attacks towards countries supportive
of Ukraine, across multiple industries, including notable victims, such as government
entities, financial institutions, and critical sectors. It is believed that KillNet has affilia-
tions with Russia and is potentially supported by the Russian government. This geopolit-
ical connection adds a layer of complexity to its activities, suggesting a broader strategic
agenda intertwined with state interests (Warren ez al., 2023, pp. 95-98).

In the light of the continuous growth of the importance of cybersecurity and the escalat-
ing array of multifaceted threats, the ascension of this field to a pivotal strategic compo-
nent is unmistakable. The digital field’s rapid evolution underlines the growing relevance
of cyber threats and risks for organisations, be they are public or private. Moreover, the
cyberattacks presented prove that this field can be used to support the interests of different
state and non-state actors.

This paper aims to examine the relationship between cybersecurity and the Copenhagen
School’s widening security theory. The objective is that of understanding whether or not
the theory could be extended to the cyber realm, creating a new sector inside the tradi-
tional framework focused on five sectors (i.e. military, political, economic, environmental,
and societal). This paper argues against the development of a separate cybersecurity sector
in the Copenhagen School framework, having as its main argument the fact that the cyber
realm is already a component of the other five existing sectors. Moreover, to prove this
point, some of the most relevant cyberattacks, which have been securitised as a part of the

initial five sectors, are analysed.

The Copenhagen School’s security theory uses “securitisation” as a central concept,
describing the process through which securitising actors use the speech act to socially
transform various problems (referent objects) into security matters that justify the adop-
tion of extraordinary measures (Buzan ez al., 1998, pp. 25-32). The Copenhagen School

broadens the concept of security to include multiple sectors, namely: military security
(focused on threats to the survival of the state), political security (the stability of political
systems and governance structures), economic security (threats to economic welfare), soci-
etal security (threats against societal identity), and environmental security (threats to the

natural environment and ecological stability) (Buzan ez al., 1998, pp. 7-10).

The existing literature is mainly focused on proving that a successful securitisation on the
cyber field has been conducted. However, there is a gap in security studies regarding the
possibility of extending the process of securitisation towards the creation of a new sector,
alongside the five already existing, and this paper intends to fill this gap. Furthermore,
such an analysis is relevant considering the importance of the cybersecurity field, which
has continuously grown over the last three decades (Fadziso er al., 2023, pp. 4-8) and

was not taken into consideration initially by the Copenhagen School’s widening security
theory. This provides the relevant context to evaluate whether the original theory of five
sectors could be broadened to include a cyber sector. In doing so, this paper looks into the
cybersecurity field through the lenses of the Copenhagen School’s widening security the-
ory in three steps: firstly, the paper evaluates the securitisation of the field, as this is a basic
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constructivist requirement to analyse a sector; secondly, the paper analyses the existing
five sectors in correlation with cybersecurity threat reports published by important private
companies regarding the activity of cyber threat actors; and thirdly, the cybersecurity field
is evaluated through the three types of units involved in security analysis: referent objects,
securitising actors, and functional actors, aiming to understand whether the cyber realm

has unique features, in comparison with the other five sectors.

Methodology

Starting from the research question, namely whether cybersecurity can become a new
constructivist sector, the research method adopted in this paper is primarily focused on
qualitative analysis of academic literature related to the intersection of cybersecurity and
the Copenhagen School’s securitisation theory. This approach involves a detailed evalua-
tion of the key arguments presented by scholars in the field, particularly in relation to the
extension of the Copenhagen School’s sectoral analysis to encompass the cyber domain.
The study examines the existing literature to assess how the concepts of securitisation,
referent objects, securitising actors, functional actors, the five security sectors, and the
competition for resources interact with the realm of cybersecurity. This relation is also
evaluated from a technical standpoint, considering the particularities of the cyber field.

No primary data collection was undertaken, as the research relied on a review of the
existing scholarship, which provided sufficient depth and breadth to address the research

question.

The first research method used to approach the main question of the paper is focused on
qualitative text analysis conducted on the academic literature related to the chosen topic,
with the aim of evaluating the main arguments provided by different authors regarding
the possibility of extending the constructivist framework. Moreover, the second part of the
research uses as its method an interdisciplinary analysis, based on the interaction between
the technical features of the cybersecurity field and the theoretical coding framework of
the Copenhagen School related to the most important concepts, such as securitisation,
referent objects, speech act, and different actors.

Literature review

Hansen and Nissenbaum (2009, p. 1157) provided some arguments in favour of defining

cybersecurity as a separate sector according to the constructivist theory. One of their argu-
ments was that the development of cyber-related strategies, laws and institutions directly
supports the idea that this field has been securitised according to the constructivist theory.
A similar perspective was supported by Aydindag (2021, pp. 8-11), which argued that the
cyber field has been completely securitised, particularly in Turkey, where this field is even
used to censor media and the Internet. Similarly, Cavelty (2020, pp. 13—14) argues that
the heightened recognition of cybersecurity as a significant national and international con-
cern signifies a complete securitisation of the matter. Her work argues that cybersecurity is
incorporated into numerous national and international security strategies and related doc-
uments. Santaniello (2022) underlines the continuous nature of the securitisation process
in the field of cybersecurity, and the efforts of official democratic authorities to support
this process. Gérka (2023) underlines how the states are becoming more dependent on
technology, meaning that newer and greater cyber threats are faced constantly, and this
becomes a securitisation component, as cyberattacks may create existential problems for a

high number of nations. Jantunen and Huhtinen (2011) also argued that a securitisation
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of the cyber field has been conducted in the United States, as their analysis reveals that
“cyber” is consistently associated with threat, portraying the United States as vulnera-
ble and technologically outdated, while the adversary is seen as skilled and resourceful,
which require the adoption of exceptional security measures. However, although this arti-
cle acknowledges that a complete securitisation in the cyber field has been conducted, as
demonstrated by the authors presented above, this argument is not sufficient to prove
the existence of a new entirely separated sector, especially considering that other matters
have been securitised successfully over the last decades. One such example is terrorism,
as argued by authors, such as Karyotis (2007) in his analysis focused on Greece and by
Dolinec (2011) in his study presenting the use of mass media in the process of securitis-
ing the issue of terrorism. Another example is the securitisation of nuclear energy, which
was shown to be successfully securitised in the Association of Southeast Asian Nations
(ASEAN) region (Han, 2013). These matters have been securitised and are not included
as separate constructivist sectors, even though they existed before the cyber field.

Hansen and Nissenbaum (2009, pp. 1163—1164) also argued in favour of creating a new
sector by emphasising the distinctions of the cyber sector, compared to the other sectors
previously theorised by the Copenhagen School. Notably, this comparison extended to
sectors, such as the economic and environmental, which share the most common features
with the cyber sector. Lobato and Kenkel (2015) provided a similar perspective in their

analysis focused on Brazil and the United States, arguing that a new sector could help to
distinguish cyber threats from other types, clarifying the separation between securitisation
and militarisation trends while also capturing the unique dynamics of online threats. This
view was also supported by the work done by Cavelty and Egloff (2021), who pointed

out that technification is one unique feature of cybersecurity and that this has become a
great challenge. Although these arguments are valid, the claim of this study is that a cyber
sector exists only if one can identify different referent objects, securitising and functional

actors (Buzan et al., 1998, pp. 36-42). As the following sections argue, the cybersecurity
is a component of any of the five sectors, rather than a completely separate field.

Fouad (2019, pp. 635-637) argued that in cybersecurity, threats are perceived as delib-
erate attacks, but it is difficult to objectively argue that something is an existential threat
to a referent object. This is because the majority of cyberattacks are non-kinetic and
indirectly conducted, which makes it difficult to see them as urgent. Similarly, Hansen

and Nissenbaum (2009, p. 1164) argue that the process of cyber securitisations lacks a
comparable history of foundational incidents but portrays important risks. This com-
bination of envisaging cascading disasters and the absence of a precedent of such mag-
nitude introduces a significant ambiguity into cybersecurity discourse. Although the
perspective of the three authors is valid, over the last two decades some important cyber-
attacks (some of them physical) have occurred, proving the risks involved by the lack of
cybersecurity.

From the opposite perspective, Burton and Lain (2020) underline a counterargument

opposing the incorporation of cyber domain as a novel constructivist sector. Their con-
tention revolves around the potential detrimental effects that such inclusion may inflict
upon both broader society and realm of national security. Additionally, the research advo-
cates for the normalisation of cybersecurity practices. This shift would entail a recali-
bration of how cyberattacks are perceived, emphasising their actual impact, rather than
relying solely on anticipated consequences and worst-case scenarios. Similarly, Thumfart
(2022) argues that there is no need to create a dichotomy between securitisation and
desecuritisation in the field of cybersecurity, as, regardless of the status of the cyber field,
both private and state actors need to act to assure continuous access to information and
Internet services.
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In summary, most of the arguments identified in the literature are in favour of the secu-
ritisation of cyber domain, particularly in the context of establishing it as a new sector
alongside the five sectors outlined in the constructivist theory of the Copenhagen School.

Cybersecurity—towards a wider approach?

n 2018, interviewed by Leonie Tanczer, when asked about the five sectors and the possi-

bility of including a new one in the conceptual framework developed by the Copenhagen
School, Buzan (2019, pp. 115-122) stated that “there is therefore absolutely nothing set
in stone about sectors” and that the whole mechanism behind creating them was based
on empirical research conducted at the end of the 20th century. Moreover, when talking
particularly about the cyber field as a new sector, Buzan (2019, pp. 115-122) stated that
there is quite a debate about whether cyberspace is a component of other sectors, or rather
a separate sector with some distinct characteristics on its own. Therefore, one could make
a case for each of the two perspectives.

The statements made by Buzan (2019), along with the aforementioned idea that “securiti-
sation” is a central concept of the Constructivist approach, and the current literature that
argues in favour of an already existing securitisation process in the cyber field (Cavelty,
2020, pp. 13—14; Jantunen and Huhtinen, 2011), set the ground for the debate revolving

around the creation of a new security sector. As pointed out in the previous parts of the
paper, the first step towards identifying the existing sectors was to look into the processes
of securitisations that have been conducted. The cyber field was securitised over the last
decades (mainly after the occurrence of massive cyberattacks), therefore the debate should

be focussed on the next constructivist step—the creation of a new sector.
This section of the paper evaluates the arguments identified in the literature and tries to

ascertain whether they justify the establishment of a new cyber sector, in addition to the

already existing ones.

Securitisation through cyber institution and
strategic documents

It has been argued that the importance of cybersecurity justifies the establishment of

a new constructivist sector focused on cyber issues (Hansen and Nissenbaum, 2009,
pp- 1168-1171); this claim also being supported by the existence of cyber field in numer-
ous objectives and strategies (Cavelty, 2020, pp. 13-14). Counterarguments may be
raised concerning these assertions. Primarily, asserting the importance of cybersecurity as
a field does not inherently justify the creation of an entirely new sector. When comparing
the cyber domain with counterterrorism—an equally crucial security concern for many
nations—one might observe that both have become intrinsic to discussions on national

security (Albahar, 2019). However, constructing a compelling case for the establishment

of a distinct constructivist sector exclusively dedicated to counterterrorism remains chal-
lenging. One could argue that the discussion about counterterrorism has been shifted
from normal politics towards matters that require extraordinary measures, resources, and
investments, as the safety of population, history, or culture may be endangered by acts of

terrorism conducted by extremist groups (Helbling and Meierrieks, 2022, pp. 978-981).
The discussion about a hypothetical counterterrorism sector is relevant because this matter
has also been securitised and, from a similar point of view, could have been considered a
distinct sector. However, as is also the case with the cyber sector, the terrorist threat has
been included in the five previously existing constructivist security sectors. The same line
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of reasoning is applicable to organised crime, illegal migration, and medical crises, such
as the COVID-19 pandemic (Oshewolo and Nwozor, 2020). While these issues have
grown in importance and are acknowledged as integral components of national security,

they are effectively accommodated within the already established sectors, including the
military, political, and economic domains. This raises the question of whether the dis-
tinctiveness of the cyber domain warrants the creation of an entirely new constructivist
sector, especially when other pressing concerns are placed within the existing theoret-
ical framework. Therefore, the central counterargument here is that simply evaluating
an action as being extremely important for national security is not sufficient to define a
separate constructivist theoretical framework. Moreover, the establishment of institutions
and strategic documents is not an argument that supports the creation of a separate sector.
As mentioned earlier, various institutions at both national and international levels address
issues like terrorism (European Counter Terrorism Center) or propaganda (Moldavian
Anti-Propaganda Centre) (Necsutu, 2023). However, there is no compelling rationale for

establishing a new constructivist sector specifically centred on propaganda or terrorism,
as this would require a separate set of reference objects, securitising actors and functional
entities which define the dynamics of new theoretical framework.

The inclusion of a cyber realm in the five other sectors

It has been contended that significant differences exist between the economic and envi-

ronmental sectors and the potentially new sector of cybersecurity (Lobato and Kenkel,
2015). This aspect contributes to the overall argument that the cyber domain possesses
ample distinctions, compared to other sectors, making a case for the presence of sufficient
unique characteristics that warrant the establishment of a new theoretical sector (Hansen

and Nissenbaum, 2009, pp. 1163-1164). However, some counterarguments can be made

about this statement when evaluating the connection between each of the five sectors and
cybersecurity.

Opver recent decades, multiple major cyberattacks have occurred, such as the Stuxnet cam-
paign and the WannaCry ransomware attack, proving that there is a high level of risk.
However, it is important to point out the fact that the occurrence of these incidents
did not prompt the securitisation of a new constructivist sector, but rather was used to
support the already existing five sectors. Still, it is important to understand the long-
term impact of such cyberattacks, as private entities and official bodies reacted to such
events. EUROPOL and the Dutch police developed the 7o more ransom platform, a free
online tool that is being constantly used by individuals to prevent themselves being com-
promised by ransomware campaigns. Following the Stuxnet cyberattack, the European
Network and the Information Security Agency called for higher cybersecurity measures
for European critical infrastructures, as similar attacks were expected to reoccur. Since
then, the EU has been working constantly to create regulation that would develop the
level of cybersecurity measures in its member states, notably the Directive on Security of
Network and Information Systems, enacted in 2016, and the directive on measures for a
high common level of cybersecurity across the Directive EU 2016/1148 (NIS 2 Directive)
adopted in 2022.

Hence, when Estonia was targeted in 2007 by Russian groups and the whole government
infrastructure became unavailable, the authorities did not focus their speech on the cyber
field per se, but rather on the fact that Russia, the already existing threat, was using a new
way to attack the Estonian territory. A whole process of digitalisation and cybersecurity
development occurred in Estonia over the next decade, but it was always advocated based
on the Russian threat, rather than the importance of cyber field itself. The securitising


http://doi.org/10.35467/Csdq/193049

SECURITY. DEF

ENCE

QUARTERLY

actors that supported the development of cybersecurity in Estonia were the same ones
that performed the speech act for military sector (Czosseck et al., 2011), as the referent

object was identical. A similar approach was seen regarding terrorism in European coun-
tries and the United States, as the stake was also their territorial integrity against external
threats. When talking about hacktivists, these groups were seen as already existing extrem-
ist groups that started advocating their cause through cyber means, as in the case of the
attacker Gaza Cyber Gang, associated with Palestinian activists (Wang ez al., 2021). The
same was the case for financially motivated cyber criminals, which were securitised as an
extension of already existing organised crime groups addressed by the existing government

bodies (Whelan ez al., 2023).

A notable shift occurred in the operational domains of various actors, marked by the
extension of their existing activities into cyber space. According to NATO’s operational
domain classification, where cyber issues were integrated in 2016, it can be inferred that
the alliance perceives cyber realm as an additional area requiring defence, parallel to land,
sea, and air (Shea, 2017, pp. 19-21). In the case of the three pre-existing operational
domains, a distinct securitisation process was not individually conducted for each one
of them. Instead, the speech’s referent object was focused on the military sector, specifi-
cally emphasising territorial integrity. Moreover, the cyber realm is acknowledged as yet
another domain that demands appropriate protection against potential attackers.

Furthermore, the fact that cyber issues were included in each of the already existing sec-
tors can be seen even when evaluating them individually. Firstly, when speaking about
the political sector, it is rather impossible to conduct an analysis on referent object, secu-
ritising actors, and functional actors without including cyberspace. The legitimacy of
a state can be threatened by cyberattacks as well as internal sovereignty of the ruling
authority. For example, online propaganda against a certain political entity or govern-
ment could be conducted through cyber means in order to destabilise authorities. Shults
(2021, pp. 14-17) argued in his work that multiple state-sponsored cyber groups conduct
attacks in order to support propaganda against Western governments. Also, from a differ-
ent point of view, the securitising actors, such as political leaders and governments, could
also be using the cyber field in order to prevent any threats to international legitimacy or
internal sovereignty. That is mostly the case for states, such as China and Russia, but still
it proves that the cyber realm is an important component of the securitising activity in the

political sector (Creemers, 2017, pp. 87-89). Finally, functional actors, such as political
activists, may use cyber means to promote their objectives in the political sector. Cyber
actors, dubbed hacktivists, conduct operations to compromise and expose governments
or officials in order to promote their political objectives (Kyska, 2014). Some of the most
relevant cyber actors that provide support to these claims are as follows: APT29, which has
been attributed by Mandiant to Russia’s SVR and conducted diplomatic attacks against
strategic targets, such as Turkey, India, and an Embassy of the Czech Republic (Jenkins
et al., 2023); APT40, which has been attributed by Mandiant to the Chinese govern-
ment and conducted attacks against states, such as Belgium, the United States, the United
Kingdom, and Germany (Plan ez al., 2019); and the hacktivist group KillNet, publicly

reported as a pro-Russian hacktivist group by Microsoft, targeting states that support
Ukraine (Azure Network Security Team, 2023).

Secondly, in the military sector, the cybersecurity field was also included as an import-
ant component that influences the activity of securitising actors as well as the functional
actors and referent objects. Prolific cyberattacks, such as the Stuxnet campaign against the
supervisory control and data acquisition (SCADA) systems used in the Iranian nuclear
program, proved that the physical security of a territory cannot be assured without taking
into account cybersecurity (Kumar et 4/, 2022). Therefore, the military sector, like the
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political one, uses cyber means to securitise the referent objects. One could also make
a case that cyber actors are functional actors for both political and military sectors, as
they can greatly influence the securitising processes and other important actions closely
connected to these sectors (as in the case of hybrid war). Among the most relevant cyber-
attacks reported by the specialists and supporting the inclusion of cyber in the military
sector is the black energy campaign conducted by the SANDWORM APT, as reported by
Mandiant (Hultquist, 2016). The cyber attacker was attributed to the Russian GRU by
private companies, such as MITRE (2017) and Mandiant (Proska ez al., 2023).

Thirdly, the economic sector’s referent objects, such as national key industries, are greatly
endangered by the evolution of ransomware attacks during recent decades. There have
been numerous successful cyberattacks that targeted financial entities in order to gain
money as quickly as possible. Notably, the WannaCry ransomware campaign, which was
conducted in 2017, managed to infect networks located in over 150 countries, generat-
ing significant financial losses for many private and public entities (Ghafur ¢t al., 2019).

Furthermore, a discussion on economic security is incomplete without incorporating the
realms of Internet banking and crypto currencies, both representing digitally dependent
financial dimensions highly vulnerable to cyberattacks and, inherently, in need of being
securitised. Among the most important cyberattacks that provide support for this argu-
ment and have been investigated by the cybersecurity industry are the DarkSide ransom-
ware (Trend Micro Research, 2021), Conti ransomware (Flashpoint Intel Team, 2022),

and Revil ransomware (Fraser, 2021).

Furthermore, the societal domain is also profoundly impacted by the cyber field. The val-
ues and identity safeguarded by securitising actors become susceptible to risks due to the
constant activities of various cyber groups and cyberattacks. The endeavours of hacktivist
groups, in particular, can extend to directly assaulting the cultural beliefs of specific com-
munities through the dissemination of propaganda and disinformation. Notably, there
exist several hacktivist groups operating in the Middle East and North Africa (MENA)
region, aiming to portray distinct communities as threats to other states. One such exam-
ple is the Gaza Cyber Gang, which conducted multiple campaigns in MENA, many of
them targeting Isracli people and their identity (Antoniuk, 2023). Moreover, the KillNet

group, which has become prolific after the Russian invasion in Ukraine, constantly con-
ducted cyberattacks against pro-Ukrainian countries, fighting against the cultural identity
of anti-Russian Ukrainian citizens and promoting messages such as “As a gift from our
team in honour of the Independence Day of Ukraine — hold on! Attack on 3 large gas

station networks in Ukraine” (Zhe Cyber Express, 2023) or “(...) there is no historical terri-
tory, actually a fictional country” (Eclectic IQ Threat Research Team, 2022). Therefore, as

argued before, cyber groups and cyberattacks are relevant functional actors for the sector
of societal security, as they are able to widely promote certain rhetoric that directly endan-
gers a set of values or the cultural identity of any community. There are cases in which
hacktivists also act as securitising actors for the societal sector, such as the campaign of the
ANONYMOUS group that targeted Middle East countries to support the Arab Spring
movement, as reported by cybersecurity companies (Crowdstrike, 2022).

Ultimately, the significance of the cyber field in the environmental sector is noteworthy,
serving not only as a platform for promoting diverse securitisation processes but also as a
tool utilised by hacktivists to advocate for their environmental ideals. Sustainable global
development is an objective advocated by multiple hacktivist groups while conducting
cyberattacks against governments and private companies that endanger the ecosystem. In
2010, one such group, named Decocidio, shut down the website of the European Climate
Exchange and replaced it with the message “Super promo — climate on sale: Guaranteed
profit!” as an action to support their anti-carbon trading objective (Phillips, 2010).
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Another example is the activity of the hacktivist group Guacamaya that stole and pub-
lished around 10 terabytes of emails from government agencies in Chile, Mexico, El
Salvador, Colombia, and Peru as part of their claimed activity of fighting against all forms
of environmental devastations and exploitations (Vicens, 2022).

In conclusion, the cyberattacks investigated in threat reports by private industry underline
the fact that the cyber component is now an integral part of the securitisation processes
within all five constructivist sectors. Consequently, any discussion about the military, eco-
nomic, societal, political, and environmental domains includes consideration of cyber
groups, encompassing hacktivists, state-sponsored attackers, or financially motivated
groups.

The absence of unique referent objects, securitising
actors, or functional actors

One could argue that if there are noteworthy differences between a potential cyber sec-
tor and the already established five sectors, this divergence serves as a justification for
the expansion of the theoretical framework articulated by the Copenhagen School.
Expanding the theoretical scope to accommodate the unique attributes and dynamics of
the cyber domain would then enhance the framework’s comprehensiveness and applicabil-
ity in understanding the evolving landscape of security challenges. Therefore, the potential
referent objects, securitising actors, and functional actors of a hypothetical cyber sector
should be analysed.

Regarding the referent objects, these would have to be technical assets that need to be
protected and are existentially threatened. These objects have an extremely wide variety,
ranging from government networks, official websites, classified networks, internal com-
munication platforms, data bases, Supervisory Control and Data Acquisition (SCADA)
infrastructures (which support vital functions, such electricity production), to individual
devices used by each person, Internet banking, and personal data. The range of referent
objects is so wide that it is difficult to enumerate, let alone describe the process of their
securitisation (Kamiya ez al., 2021). However, one may argue that the referent object is

simply data and information, so that the objective of the securitising actor is to present
them as being existentially threatened (from the perspective of confidentiality, integrity,
and availability) and therefore in need of being securitised. Still, one problem remains,
taken individually, each one of these referent objects is directly linked to one of the five
sectors. It is impossible to talk about classified networks or SCADA infrastructure apart
from military and political security as well as to securitise the Internet separately from the
societal security or the Internet banking independent of economic security.

When discussing securitising actors, there is also a wide range of entities that may perform
the speech act for different referent objects of the hypothetical cyber sector. For example,
regarding the protection of data and information from the infrastructure used by the state
or the citizens of a specific state, the securitising actor would be government advocating
for investments in the development of networks that support certain functional areas. A
bank may also perform the speech act when promoting the necessity of different layers
of cybersecurity to be adopted by its customers, while a political party would securitise
its sovereignty by labelling online propaganda as part of the existential threats, urging for

Pl‘OtCCtiVC measures.

The crucial aspect here is the near impossibility of defining distinct securitising actors
exclusively for the cyber domain. Generally, the only actors advocating solely for this
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domain are government bodies or international agencies, often extensions of various inter-
national organisations, such as the EU or NATO (Lété and Pernik, 2017). Furthermore,

delineating referent objects for the cyber field proves challenging, as they are intertwined
with the referent objects of the other five sectors. Similarly, these five sectors cannot per-
form the act of speech without including cyber-related issues.

'The final point that should be made is that cybersecurity holds another particularity which
would make it difficult to fully accomplish the speech act. While the external threats have
already been portrayed as being truly important for national security, the cyber field is
highly characterised by internal vulnerabilities rooted in technical, procedural, and human
factors. Unlike traditional security domains, such as military or economic, which predom-
inantly face external risks, the cyber landscape presents a distinctive set of challenges. The
features of cybersecurity involve safeguarding digital assets not only from external adver-
saries but also from internal weaknesses that can appear from within a private or public
organisation as well as from personal devices (Breda ez al., 2017). Regarding the techni-

cal infrastructure, vulnerabilities can arise from outdated software, unpatched systems,

or inadequate network configurations (Thomas and Chothia, 2020). Addressing these
internal technical vulnerabilities is crucial to fortifying a system against potential cyber-
attacks. Equally important are procedural vulnerabilities, which may stem from lapses in
security protocols, insufficient access controls, or poorly defined incident response plans.

Mitigating these procedural gaps is also essential for establishing a robust cybersecurity

posture (Kim and Lee, 2018). Furthermore, human factors play a pivotal role in cyberse-
curity, with insider threats posing a substantial risk. Employees, whether unintentionally
or maliciously, can become conduits for cyber vulnerabilities. This emphasises the impor-
tance of ongoing training, awareness programs, and a security-conscious organisational
culture to minimise human-induced risks (Khan and Madnick, 2021).

In essence, the distinctiveness of cybersecurity lies in its various features requiring a
comprehensive approach that addresses not only external threats but also the internal
vulnerabilities arising from technical shortcomings, procedural weaknesses, and human
factors. Hence, a speech act that would aim to securitise the cyber field should not only
be focused on facing the existential threat with necessary resources but also on preventing
this threat from having the opportunity to succeed. A complete securitisation would
require that each person from any public and private organisation is aware of the risks
as well as capable and willing to undergo necessary measures to prevent these risks from
materialising.

Possible arguments in favour of a new cyber sector

Q_ Ithough the previous section explained the main arguments that underscored the
inherent difficulties in crafting a dedicated conceptual framework for the cyber sec-
tor, it is important to acknowledge that there still exist a few points that may be used to

make a case for the creation of this new dimension in the constructivist theory.

This section of the paper is used to further discuss the facts that could be used to advo-
cate in favour of the extension of the Copenhagen School’s framework. Although these
arguments pose less importance for the whole theoretical debate, it is important that they
are taken into consideration so that the picture of this discussion would be complete.
Therefore, the constructivist theory states that the individuality of the sectors may be seen
in the case of security dilemmas. One state can be threatened in one sector and decide
to react in another sector in order to achieve a state of security, such is the example given
regarding the conflict between Turkey and Syria, in which the first state is threatened
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through the Kurdish issue and responds through economic measures against the second

(Buzan ez al., 1998, p. 169).

Extending this conceptual framework to the cyber field, one can make a case that it is pos-
sible for a cybersecurity complex to exist separately from the other sectors and, therefore,
to prove the individuality of this new sector. Moreover, it could be argued that an entity
may use cyber capabilities to promote its objectives, while other means are unavailable or
may be seen as too much of a risk. China, for example, has been constantly accused of
conducting cyberattacks against Western countries, particularly against the United States
and EU member states (European Union Agency for Cybersecurity [ENISA], CERT-EU,
2023) while publicly denying these accusations and blaming the Western side of tar-

geting its infrastructures (AP News, 2023). However, the economic relations between
the Chinese side and Western countries have continued to develop, reaching important
levels both for the EU (European Parliament, 2023) and the United States (US Trade

Representative, 2023). Therefore, one may argue that there is a separate security com-

plex between different Western states and China in the cyber field, which is treated indi-
vidually from other sectors, such as the economic one. However, this argument lacks a
proper background analysis regarding the objectives of the cyberattacks conducted by the
Chinese authorities against Western targets and, therefore, cannot draw a conclusion on
whether or not these actions were an extension of other sectors, such as the military or

the political ones.

Moreover, the same case could be made when discussing about the North Korean cyber-
attacks and their targets. It has been reported several times (most recently in September
2023) that North Korean hacking groups are targeting traditional partners, such as Russia,
aiming to collect strategic intelligence that may support national industrial development
(Satter, 2023). There have also been publications that stated that the US intelligence tar-

geted partner countries’ officials, such as Germany’s Angela Merkel, in espionage opera-
tions, most recently with the alleged help of Danish military intelligence (Henley, 2021).

Although it is difficult to understand whether this information is true and what the objec-
tives behind these operations may have been, an argument can be built regarding the
possibility for a cybersecurity complex to exist separately from the other five sectors. In
February 2022, Russia gained access inside the American company Viasat’s satellite infra-
structure and rendered inoperable broadband modems mainly used by the Ukrainian

military and various government agencies (Steinbrecher, 2022). It should be underlined
that, although Russia gained access inside the entire Viasat infrastructure used for com-
munications in different parts of the world, it mainly aimed (although unsuccessfully)
to render inoperable the devices used in Ukraine. Therefore, Russia’s objective was to
both sabotage Ukraine and avoid a cyber conflict with other European partners, proving
that there was an assessment regarding a possible separate area of warfare in the cyber
sector (Csernatoni and Mavrona, 2022). These examples are useful to demonstrate the

existence of strategic goals between some of the existing categories of cyberattacks. The
state-sponsored attacks are generally seen through the lenses of attempts to accomplish,
or support the accomplishment, of strategic goals. The Russian attack against the Viasat
satellite infrastructure or the Chinese cyber operations against European countries are not
enough to solely provide strategic gains for the governments. Still, these cyberattacks are
part of greater strategies to obtain sensitive intelligence that may later be used to support
long-term governmental objectives. A report published by the US Department of Justice,
US Department of Homeland Security, and the Cybersecurity and Infrastructure Security
Agency (CISA, 2021) on the activity of the Russian group APT29 underlined that the
cyberattacks conducted aim to obtain strategic information to serve the interests of the

Russian government.
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The second element that should be discussed is also based on the constructivist theoretical
framework, which states that security is built on the process of elevating different issues to
the rank of priorities and, therefore, the sectors will politically continuously fight against

each other to achieve greater public importance (if not the greatest) (Buzan ez al., 1998,
pp- 159-160). Therefore, one could make a case about the existence of a conflict between
this so-called cyber sector and other pre-existing sectors, the former having the main
objective to be successfully securitised and, inherently, winning the prioritisation contest.
If a cyber sector could exist (or already exists), then an analysis should be conducted
regarding the competition for resources and prioritisation against the other sectors. It
could be argued that the advocates of cybersecurity ask for resources and investments
to increase the level of awareness and cybersecurity skills for the general population. A
chief information officer (CIO) would normally advocate to the government in favour of
investments towards cybersecurity education for the staff of the public administration in
order to reduce the success rate of phishing campaigns or to prevent an APT campaign
from gaining access inside the network and, therefore, collecting strategic information.
Hence, a CIO would usually compete with other ministries for resources and, inherently,
for a higher rank in the scale of prioritisation. This competition would be necessary, as
the resources for security possessed by an entity (be it a state or a private organisation)
are limited and used in relation to perceived threats. If a cyber sector is to be established,
the securitising actors would ask for investments to protect the referent objects (mainly
IT infrastructures) and, in doing so, would compete for supremacy with the other five
sectors. This would create the premises for active competition for resources between the
cyber and traditional sectors, established in the process of widening security and, there-
fore, a process of prioritisation, considering the limited nature of financial resources. Still,
it could be discussed (if enough data is found) whether or not this is a sufficiently strong
argument to counterbalance the others discussed in the previous section.

The need for allocating resources to the cyber sector should be argued from the construc-
tivist perspective by taking into consideration the necessary competition with the other
five sectors. Fundamentally, for the cyber sector to exist, it should be viewed not just as a
distinct domain but as an essential pillar that supports each component of security. The
central argument for a fair allocation of resources could be built around the idea that
success or failure in the cyber domain directly and integrally affects all other sectors. To
strengthen this argument, it would be essential that those advocating for resource alloca-
tion to the cyber sector be individualised and distinguish themselves from security actors
in other sectors.

The above two arguments were brought up mainly as points of discussion, as their strength
is not theoretically sufficient to prove the existence of cyber sector. Moreover, one should
find further arguments (if any) beside the two presented in this paper in order to prove
that the constructivist cyber sector now exists.

Conclusions

his paper engages in an analysis of the ongoing debates surrounding the conceptuali-
sation of a dedicated cyber sector within the Copenhagen School’s widening security
theoretical framework. The central debate of the paper revolves around an inquiry into
whether cyberspace merits recognition as an independent sector or functions as an integral

component within the existing sectors.

Therefore, key arguments presented by scholars in favour of a cyber sector were analysed.
The existence of institutions and strategies related to cybersecurity was acknowledged,
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yet counterarguments pose critical questions regarding whether the importance of cyber-
security alone justifies the establishment of a new constructivist sector. Analogies drawn
with other pivotal security concerns, notably counterterrorism, underscore the contention
that the importance of an issue does not inherently necessitate a distinct sector.

Moreover, the establishment of institutions and strategic documents, advocated by pro-
ponents, was concluded as being insufficient for the establishment of a new sector. It
is contended that issues of equal significance, such as terrorism or propaganda, find
accommodation within the existing theoretical framework. The analysis extended to the
examination of the cyber domain’s distinctiveness from the existing sectors. Noteworthy
considerations include the role of cyber realm in threatening state legitimacy and internal
sovereignty within the political sector, its integral role in securitising referent objects in
the military sector, and its impact on norms and values within the societal sector. The
economic sector interacts with cyber threats to key public and private industries, while
the environmental sector sees cyberattacks conducted by hacktivists in order to advocate
environmental ideals. The paper concludes with the assertion that the cyber component
has become intricately integrated into the securitisation processes across all five construc-
tivist sectors.

Exploration of potential referent objects, securitising actors, and functional actors for
a hypothetical cyber sector reveals challenges in defining distinct actors solely for the
cyber domain, as referent objects, functional actors, and securitising actors remain
connected with the existing sectors. Moreover, the paper emphasises that major cyber
incidents, such as Stuxnet or WannaCry, did not catalyse the securitisation of a new
constructivist sector but instead reinforced the existing sectors, such as military or eco-
nomic security. Finally, the distinctiveness of cybersecurity is underscored by internal
vulnerabilities rooted in technical, procedural, and human factors. The imperative for a
comprehensive approach is highlighted, emphasising the necessity to address not only
external threats but also internal weaknesses, thereby necessitating widespread aware-
ness and preventative measures at both individual and organisational levels. Therefore,
it is difficult to pinpoint an external cyber threat, since most of the vulnerabilities exist
internally.

The existing literature is predominantly focused on demonstrating the successful secu-
ritisation of cyber domain, leaving a gap in security studies regarding the possibility of
creating a new sector. The objective of this paper was to try to fill that gap by examining
the state of cybersecurity through the lenses of the Copenhagen School’s widening secu-
rity theory.

This paper argued against the existence of a distinct cybersecurity sector in the construc-
tivist segment from the field of international relations. However, it had some important
limitations, which are to be acknowledged in this section.

Firstly, the temporal context is important, as the discussion is based on information avail-
able up to a certain point in time (i.e. 2023), and the evolving nature of cybersecurity
threats could render some analyses outdated or subject to change. Moreover, the text pro-
vides a broad theoretical overview, so the depth of analysis on individual cyber incidents
or specific cybersecurity strategies is limited. Hence, a more granular examination could
provide additional insights.

Furthermore, the discussions primarily focus on examples and perspectives from Western
countries, potentially limiting the generalisability of conclusions to a global context. A
more diverse set of case studies could enhance the analysis.
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The paper also draws heavily on the perspectives of a limited number of experts, as the
total number of papers focused on this topic is low. In this sense, there is a potential lack
of diversity in viewpoints, which may expose the paper to subjectivity.

The main body of the paper is focused on arguments against the creation of a new sector
within the constructivist theory, and that may run the risk of generating subjectivity when
choosing the data. However, to provide an unbiased analysis, the paper includes a section

entitled “Possible arguments in favour of a new cyber sector.”

The arguments brought up in this paper open the path to a set of additional questions
that may be addressed for a better understanding of the connection between cybersecurity
and the constructivist theoretical framework. In conjunction with this paper, it would be
important to analyse how adaptable the Copenhagen School’s framework is to the evolv-
ing nature of cybersecurity threats, and also to what extent the existing theoretical frame-
works adequately capture the nature of cyber threats (including issues such as attribution,
anonymity, and non-state actors). Would it be useful for the realm of security studies to
expand the constructivist theory?

It would also be important to analyse how different states perceive the role of cyberspace
in their national security, and whether there are notable variations in the integration of
cybersecurity across the economic, political, and military sectors. Also, if there is a case
to be made on cyberspace as a separate sector, what would be the political implications?
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