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Abstract

The presence of cybersecurity in educational institutions, including vocational education and training (VET), plays a vital role 
in ensuring the overall societal security in an increasing digital world. This study explores how staff of VET institutions respond to 
suspected cybersecurity incidents, focusing on reporting channels and methods used. The objective is to better understand incident 
response practices in the under-researched VET context, with special attention given to the human and organisational aspects of 
cybersecurity. VET institutions operate digital systems that mirror real workplace environments and often handle authentic customer 
data, exposing them to risks that differ from those of general education settings. A qualitative methodology was employed, consisting 
of thematic interviews with twenty-seven staff members across three Finnish vocational schools. The analysis was guided by the 
Situation Awareness in Cybersecurity Incident Response model and the Zone of Proximal Development framework, allowing for a 
deeper exploration of how staff perceive and act upon potential threats. Although formal reporting procedures exist, staff frequently 
rely on informal networks and direct contact with IT support. Urgent cases are often communicated via phone, a method perceived as 
efficient but lacking in documentation and structure, which can hinder post-incident analysis and learning. Improving cybersecurity 
incident response in VET institutions requires the integration of formal digital tools with flexible, human-centred communication 
methods. Strengthening these systems is essential, not only for protecting sensitive data, ensuring continuity, and creating safer learning 
environments, but also for reinforcing the digital resilience of society as a whole.
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Introduction

Vocational education and training (VET) focuses on instilling practical skills for spe-
cific jobs, along with general abilities that support personal growth and success in 

the workplace. As highlighted in the European Council recommendation of 24 November 
2020, VET plays a key role in Europe in promoting sustainable competitiveness, social 
fairness, and resilience as well as in preparing young people to enter the workforce confi-
dently and helping adults learn new skills or improve the existing ones. In 2022, a great 
number of upper-secondary students in the European Union (EU) chose a VET study 
pathway (Cedefop, 2025). In VET education, workplace training periods are part of both 
daily school activities and information systems (Organization for Economic Cooperation 
and Development [OECD], 2023). Through workplace training, students are involved 
in knowledge exchange between schools and workplaces, making the security practices at 
VET institutions influential on broader societal cybersecurity. 

It is crucial for educational institutions to enhance cybersecurity maturity in order to safe-
guard their sensitive data, maintain their operational continuity, uphold brand and repu-
tation, and promote a safe and secure educational and working environment and society. 
Academic studies have underscored the importance of developing robust cybersecurity 
frameworks within education institutions (Aliyu et al., 2020). Recent discussions and 
research on cybersecurity have increasingly emphasised the importance of safeguarding 
societies through organisational operations and integrity, alongside traditional concerns 
like data protection and threat mitigation (Abrahams et al., 2024). This more holistic 
approach considers not only digital activities within IT systems but also human actions 
across various operational processes.

Incident response is a vital element of cybersecurity, which helps to protect data, main-
tain continuity, and ensure a secure learning environment through timely detection, con-
tainment, and recovery from cybersecurity incidents (Cichonski et al., 2012). However, 
the concept remains understudied in the educational sector. Sonhera et al. (2021) and 
Sonhera (2022) highlighted unclear procedures in South African schools and proposed 
structured reporting and response frameworks. Villegas-Ch et al. (2021) demonstrated 
how computer security incident response teams in universities can mitigate threats by 
following international standards. Yet, these studies do not address everyday practices 
and the development of situational awareness, often assuming that all staff can recog-
nise incidents regardless of their role. This highlights the need for research on practical 
implementation and awareness-building. Our study addresses this gap by focusing on two 
early-stage aspects of incident response:

RQ1: Who do the staff of vocational schools report to or rely on if they suspect cyber-
security incidents in information systems or data-handling?

RQ2: What communication methods do the staff use when they report suspected 
cybersecurity incidents?

The rationale for examining these research questions stems from cybersecurity situation 
reports highlighted in the media and findings from the existing studies: Firstly, the occur-
rence of cyber incidents is more likely than unlikely in today’s organisations (see, e.g. 
Celeny et al., 2024). Secondly, the number of cyber incidents has increased within the 
educational sector (Viano, 2023), which has broad implications for societal security as 
educational institutions are integral to social infrastructure. Therefore, managing cyber 
incident response in the educational sector is crucial, as it helps to save time and resources, 
and prevents the situation from escalating further (Nelson et al., 2025). 
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Our research draws on Endsley’s (1995) situation awareness model, further developed by 
Ahmad et al. (2021) into the Situation Awareness in Cybersecurity Incident Response 
(SA-CIR) model. This framework helped us to examine how incident response unfolds 
in vocational education institutions—from frontline observations to the roles of IT sup-
port, security management, school leadership, and, when needed, external authorities and 
service providers. We also applied Vygotsky’s (1978) concept of the Zone of Proximal 
Development (ZPD) to understand how school staff collaborate with more experienced 
colleagues to interpret digital practices, including distinguishing between normal system 
behaviour and events requiring reporting. Finally, we explored the tools that staff use 
for reporting, how they form perceptions, and how they build situational awareness in 
response to incidents.

Conceptual and theoretical background
Situation awareness and cyber incident response

Several previous studies demonstrated the applicability of Endsley’s (1995) situation 
awareness model in enhancing cybersecurity practices across different organisational con-
texts (cf. Ofte and Katsikas, 2023). Endsley (1995) considers situation awareness, in gen-
eral, as a process related to human decision-making. The background of this thinking can 
be traced back to aircraft, air traffic control, large-systems operations as well as tactical 
and strategic systems. Endsley’s model consists of a feedback loop, having the situation 
awareness–decision–performance of actions pipeline as its core.

Ahmad et al. (2021) observed an excessive focus on the technological perspective of inci-
dent response. In contrast, they presented a process model based on real-world experience 
as a case study, leading to a model called Situation Awareness in Cybersecurity Incident 
Response (SA-CIR). The model includes three states of knowledge as defined by Endsley 
(1995): perception, comprehension, and projection. Perception is the first stage where 
raw information about the environment is collected. In incident response, this means 
gathering alerts and details about potential cybersecurity incidents from different sources. 
Comprehension involves understanding the collected data by combining key elements to 
see their importance. Projection is the highest level of situational awareness, where the 
current understanding is used to predict future events.

It is well known that the formulation of the SA-CIR model is an important phase in 
mitigating the risks of cybersecurity incidents. However, this issue has received very lit-
tle attention from researchers overall (Ahmad et al., 2021), especially in the educational 
sector. The present study focuses especially on the first two states of SA-CIR, perception 
and comprehension of cybersecurity incidents in VET institutions, although projection 
is also referred to in findings related to VET institutions’ IT management and incident 
escalation. Building upon the conceptions of Ahmad et al. (2021) and Endsley (1995), we 
examined how staff members create understanding and how they analyse the nature of a 
potential incident, the need to respond to it, and the methods or tools through which the 
response is carried out.

Recent international frameworks and standards set the expectations for how organisations 
should approach incident response. The ISO/IEC 27035–1:2023 series by International 
Organisation for Standardisation & International Electrotechnical Commission, for 
instance, outlines a structured model for planning and managing security incidents, while 
the forthcoming revision of National Institute of Standards and Technology (NIST) SP 
800-61 (Nelson et al., 2025) updates earlier guidance to reflect current practices. In the 
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European context, the NIS2 directive (European Union [EU], 2023), together with the 
recommendations of the European Union Agency for Cybersecurity (ENISA), places 
strong emphasis on reporting duties, cooperation between organisations, and develop-
ing institutional capacities. Across these approaches, the recurring themes are the impor-
tance of clear escalation levels, systematic documentation, and the principle of continuous 
improvement. These benchmarks provide useful points of comparison for evaluating and 
strengthening incident response practices in VET institutions.

Previous studies also highlight that collecting meaningful and useful information about 
cybersecurity is referred to as cyber threat intelligence (CTI). This process requires proper 
standardisation to effectively relay information and support security incident response 
(Schlette et al., 2021). Collecting such information demonstrates organisational maturity, 
and using standard methods to document cyber incident findings can help achieve it. 
Furthermore, the staff member that reports an incident, and how it is reported, directly 
influences the type and quality of information an organisation gathers about the incident 
as the process unfolds.

Zone of proximal development

Vygotsky’s (1978) concept of ZPD builds upon the idea of a difference between the 
actual development level (ADL) and the learning potential of learners. Vygotsky asserted 
that there is a gap between what learners can achieve independently and what they can 
accomplish with guidance from a facilitator or peers, the latter being the ZPD. This idea 
emphasises learning as a collaborative process where support and interaction help learners 
to accomplish tasks and activities they would not have accomplished without external 
support. While Vygotsky’s conception is often discussed in the context of children, it is 
apt also for explaining learning processes of adult learners, as the context of the present 
study shows.

Learning within the ZPD involves internal reflection and external interaction. Learners 
begin by internally processing challenges, often aided by speech and signs, and then turn 
to tools, resources, facilitators, or peers for help when they encounter problems they can-
not solve alone (Clapper, 2015). Facilitators can use various methods, such as demonstra-
tions, discussions, and case studies, to assist learners in overcoming these obstacles. Also, 
reflection and imitation are key aspects of this process. The gap between a learner’s current 
ability to solve problems independently and their potential ability to solve problems with 
the help of a more experienced guide or capable peer gradually decreases as the learner 
successfully completes tasks and develops new skills (Vygotsky, 1978).

Vygotsky (1962, 1987) explained that development happens within social and cultural 
contexts, and learning is shaped by interacting with cultural artefacts. In his time, these 
artefacts included items like toys, different tools, language, art, and traditions. Today, we 
can see IT devices, software, and networks as modern cultural artefacts, also present in 
educational institutions (cf. OECD, 2023).

It is also important to highlight that ZPD is related to scaffolding but not identical to it 
(Clapper, 2015). Scaffolding refers to specific support strategies within the ZPD but is 
not always required. Learners may also progress through other means, such as imitation 
or cooperative learning, which encourage problem-solving and developmental growth 
by working together and learning from others. In other words, scaffolding is a teaching 
method where temporary support is provided to help learners accomplish tasks they can-
not do alone, with the goal of gradually removing the support as they gain independence.
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In the context of using ICT systems and incident response, the difference between ZPD 
and scaffolding could mean, for example, that in the ZPD, an employee informally asks 
a colleague or IT support for help and is able to act on that guidance, while in scaffold-
ing, incident response is purposefully taught to employees by simulating situations and 
enabling them to perform proper analyses with assistance. In this study, ZPD became 
the key theoretical concept due to observations related to everyday incident response and 
analysis that emerged from the empirical data.

Methods
Data and collection

In incident response management, it is generally accepted that preventing incidents 
entirely is impossible (Cichonski et al., 2012). However, their impact can be reduced 
with a systematic and effective incident response process, involving all employees in the 
organisation with different roles. Therefore, in this study, we engaged a wide range of staff 
members with various job roles in vocational colleges. The research method is qualita-
tive, with the data consisting of semi-structured interviews and thematic analysis (Amis, 
2005; Braun and Clarke, 2006). Through the interviews, we gained insights into everyday 
practices of employees that might not have been captured using other methods, such as 
quantitative methods or more structured questions.

Our dataset consists of 25 semi-structured interviews (Amis, 2005) conducted face- 
to-face in spring 2024 at three Finnish vocational schools operating across seven locations. 
One interview included a team of three, resulting in 27 informants in total. Additionally, 
the dataset includes transcribed observation notes. The interviews lasted just under 
22 hours altogether, averaging slightly over 50 minutes each. One of the schools is a voca-
tional special education institution.

The interviews are part of a project examining cybersecurity competences and risks in 
VET. Questions were tailored for three groups: IT and digital experts, school leadership, 
and academic administration. Topics included cybersecurity risks, organisational pro-
cesses, training, and incident response practices. Data collection was agreed upon with 
each school in line with the restricting party’s procedures. Participants were recruited 
through rector/vice-rector nominations, ensuring coverage of administrative, pedagogical, 
and technical staff. This purposive sampling aimed to capture a full range of perspectives 
on incident response. We specifically intended to include IT management, digital ped-
agogy, student services, teaching staff, and preferably a counsellor or nurse. The partic-
ipants held various roles, such as teacher, special education teacher, digital tutor, study 
secretary, data protection officer, IT manager, director of digital services, systems designer, 
and counsellor. Despite formal agreements, informed consent was also obtained individ-
ually via email and at the start of each interview.

The interviews addressed topics related to incident response, particularly when participants 
were asked directly who they would report to if they noticed something suspicious, encoun-
tered a security breach, or if a computer or program failed to open upon arriving at work. 
Additionally, participants were asked how they would report such issues. IT management 
staff were asked more specific questions, such as how the process should work and what the 
threshold is for employees to report incidents. After the first few interviews, we began to 
also ask who employees would report to the incidents occurring outside office hours and 
how. This additional question was deemed necessary because an informant raised concerns 
about the effectiveness of their incident management processes outside regular office hours.
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All interviews were conducted in Finnish with one or two researchers present. The data was 
anonymised at transcription stage. Technical auditing and IT infrastructure mapping are 
beyond the study’s scope, so the data is based solely on staff accounts. Many informants had 
clearly prepared by reviewing their organisations’ guidelines. The interviews were fully tran-
scribed using Whisper’s largest multilingual model (Radford et al., 2023) and subsequently 
checked and edited by one of the authors. Regarding the data anonymisation, speech pat-
terns were generalised to prevent identification of individuals or their institutions.

Analysis of the Data

The data was analysed thematically using an inductive approach (Braun and Clarke, 
2006). The process began by systematically applying the research questions to the data 
and coding it comprehensively. Two researchers (one who took part in conducting the 
interviews and another who did not participate in them) independently extracted samples 
of different patterns into separate analysis documents. Thematic codes were developed 
iteratively. Coding was conducted with one research question at a time, with researchers 
meeting after each phase to discuss their findings. These discussions also explored the find-
ings in relation to Ahmad et al.’s (2021) and Endsley’s (1995) three states of knowledge in 
situation awareness as well as Vygotsky’s (1978) ZPD. The phases of data collection and 
analysis are depicted in Figure 1.

During our analysis meetings, we assessed how the theoretical frameworks supported data 
interpretation. Vygotsky’s (1978) ZPD emerged as essential for explaining observed prac-
tices. While we drew on Ahmad et al.’s (2021) and Endsley’s (1995) three-level model of 
situation awareness, the distinction between perception and comprehension proved too 
subtle to apply consistently. Projection, however, was easier to recognise, typically emerg-
ing at IT and management levels where future-oriented decision-making was possible. 
Therefore, we used the model conceptually but did not classify findings strictly by its levels.

Figure 1. Phases of data collection and analysis in the study.
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In line with qualitative research conventions, our analysis does not systematically report 
fractions or percentages. Unlike quantitative studies that rely on statistical power calcu-
lations, qualitative work emphasises depth of understanding, thematic patterns, context, 
and richness over numerical prevalence (Busetto et al., 2020). Because the interviewees 
represented different roles within their institutions (teachers, administrative staff, IT per-
sonnel, and management), their perspectives reflect different points along the incident 
response process, including the various stages of escalation. For this reason, presenting 
percentages or fractions for each theme would not provide a meaningful picture and 
might even give a misleading impression of prevalence. Instead, the aim of the analysis is 
to generate a rich description of the incident response process as a whole and to show how 
it appears from the viewpoints of different actors across escalation levels. 

Results

The informants (N = 27) provided valuable insights into how cybersecurity incidents 
are reported and managed within their organisations, particularly who they turn 

to for support when incidents are suspected. These points of contact were grouped into 
four thematic levels, forming an escalation path for incident response (RQ1). The first 
two result subsections examine this path: the first focuses on the school operations level 
and related IT support, while the second addresses digital management and escalation 
to external actors. These levels were derived from both informants’ reports and IT staff 
descriptions of appropriate reporting channels. The third subsection explores the com-
munication methods used for reporting incidents. The fourth applies Vygotsky’s (1978) 
concept of ZPD to interpret how VET staff build situational awareness with or without 
peer support. This subsection also integrates Endsley’s (1995) framework and Ahmad 
et al.’s (2021) model, linking the identified reporting levels, the development of situa-
tional awareness, and the role of collaborative learning in cybersecurity incident response.

Enhancing situation awareness and incident response 
through on-site support and customer interface of IT 

support and management

The teachers, study administrators, and student welfare representatives mostly identified the 
helpdesk or their own supervisor as the first point of contact. The digital management rep-
resentatives also mentioned the helpdesk as the first contact point for all study-related staff. 
Therefore, the efficiency of the incident response process heavily depends on how well the 
helpdesk can receive and process information from the teachers, study administrators, and 
student welfare representatives. Information security officers were mentioned as contact points 
in five cases, and three teachers and one study administrator mentioned that they would con-
tact a specific knowledgeable person or a member of the digital support team. One teacher 
mentioned contacting the service provider directly, although they later recognised that this 
might have been the wrong choice. One study administrator was unsure of who to contact, so 
they would walk to the staff room or generally contact someone from the safety organisation.

For some interviewees, it was very clear who they should inform, but for others, the 
processes were much more unclear, as the contexts and situations vary, as the following 
interview with a student affairs secretary illustrates:

R: If something like an information or cybersecurity incident happened in your 
organisation or you would suspect something like that, what would you do? How 
would you handle it? What would happen?
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I: I guess the first thing I’d do is call the help desk. Call them, or ... well usually call, 
especially if it’s something urgent. It’s quicker than email. Or maybe contact my 
immediate supervisor . . .

R: Okay, so if you noticed an information or cybersecurity issue, who all would you 
inform about it?

I: Probably everyone. Like, “Don’t touch it, don’t do anything—it’s bad!” I don’t 
know. At least the people nearby, for sure.

R: Well, let’s go over a scenario. Say you notice a student’s transcript of records has 
something completely wrong listed on it—like an approval, but it’s not your signa-
ture or your co-worker’s. What would you do?

I: We’d definitely contact the teacher and ask, “Why did you do this?” We’d fix it, 
for sure. I guess we’re kind of sticklers like that. But sometimes you just have to; you 
can’t, for example, evaluate things based on that. So yeah, we’d give guidance and 
instructions to make sure it’s done properly in the future.

It was also noticeable that some processes were not considered concerning, even though 
they could technically be seen as phishing attempts. For example, when a student turns 
18, they are officially responsible for themselves, and parents can no longer access their 
information or receive updates without the student’s permission. However, some parents 
still try to obtain information about their child, for instance, by calling the student ser-
vices office or asking teachers, even when the student has not approved information-shar-
ing in the system. Despite this, we observed that such enquiries are usually not reported 
or even documented for monitoring purposes in the institutions. The informants did not 
consider these incidents to be serious because the motive behind the request is usually 
good in most cases. However, we consider this to be phishing, as it is an attempt to make 
an employee of the organisation disclose sensitive information about an adult to an entity 
that no longer has the right to access the information.

We also noticed that suspected incidents occurring outside office hours or outside IT 
support’s operating hours tend to cause more challenges for the staff, as shown by an 
interview with a teacher:

R: Right, so if you noticed something suspicious in one of your systems, who would 
you contact or what would you do in that situation?

I: Well, I’d rely on the local IT-support guy.

R: What if it happened, say, last Thursday evening, just before the holidays? What 
would you do then?

I: Well, it kind of depends on what it was, but I guess I’d try to do something.

R: Let me give you a specific example. Let’s say you noticed that your Excel file had 
somehow been emailed to the wrong address, outside the company. That would 
mean sensitive customer information had been leaked. What would you do in that 
case, on Thursday evening right before holidays?

I: Yeah, well, we do have the support portal on the intranet, but would it be fast 
enough (pauses to think)?
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R: Let’s assume, it wouldn’t be fast enough.

I: Hmm (hesitates and then says uncertainly), I suppose I’d turn to my supervisor 
for support.

The support for creating situation awareness about potential incidents outside office hours 
was clearly weaker than during office hours or, more specifically, outside IT support oper-
ating hours. For example, IT support might only be available from 9 am to 3 pm, which 
does not even cover the institution’s regular office hours. Overall, the data shows that 
while some processes are in place, they rely heavily on individual judgement, contextual 
interpretation, and the support available at the time.

Enhancing situation awareness in digital management  
and escalation to external entities

In VET institutions, managing cybersecurity incidents often involves engaging external 
entities to ensure effective responses. Staff members, including rectors, vice-rectors, and 
information security officers, highlighted several key escalation pathways. These include 
contacting a digital services manager, a data protection officer, or specialised external 
partners, such as the National Cyber Security Centre, cybersecurity companies, and 
insurance providers. Also, some respondents noted the importance of insurance-based 
services that enable rapid containment actions in collaboration with expert advisors 
during incidents.

Seeking external expertise also extends to collaborating with software service provid-
ers, educational networks of VET organisations, and professional working groups. For 
example, digital educators and IT specialists emphasised the value of accessing real-time 
updates and guidance from professional networks. Personal contacts and pre-prepared 
checklists were also mentioned as practical tools for navigating escalation processes. Many 
of these different measures were mentioned during the interviews, as shown by the follow-
ing comments of an IT security specialist:

We work with several IT service providers. For example, we purchase cybersecurity 
expert services from companies, using these as external resources to help secure 
our systems. Additionally, we have various insurance arrangements for these sit-
uations, ensuring that if an incident occurs, we can quickly initiate containment 
measures in collaboration with expert partners through our insurance providers. 
These are among the most significant supports from an operational perspective. 
Moreover, our IT specialists closely monitor updates and reports from cybersecurity 
centres and other sources. They have various channels that provide a steady flow of 
information about current developments in the cybersecurity landscape. Overall, I 
would say we have a strong network in place.

A noteworthy aspect of the data is that one organisation’s head of cybersecurity high-
lighted the complex network of service provider agreements, where cybersecurity issues 
are either not clearly defined or missing altogether. Educational organisations currently 
have no centralised model, as contracts had been made over the years without a struc-
tured approach. However, he mentioned that they planned to review all agreements in 
the future. This finding was uncovered so late in our interviews that we did not have the 
opportunity to systematically ask the officials of other organisations about it. However, 
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this finding suggests that similar shortcomings in contracts may be common in educa-
tional institutions.

Interpretation of incident response dynamics

The above findings relate to our first research question, which inquired about who the 
staff would consult when they suspect a cybersecurity incident and how these reporting 
practices unfold. The data indicates that real-world cybersecurity situations are rarely clear-
cut. Instead, they often require situational analysis to determine whether an incident calls 
for action and who should be contacted in different cases. A reported event may turn out 
to be a one-off mistake, a misunderstanding of procedures, or something genuinely sus-
picious that requires escalation. For this reason, incident response cannot be reduced to a 
simple, linear process. It depends on reflection, interpretation, discussion, and the inter-
play between individual judgement and collaborative action. This reliance on judgement 
explains why staff sometimes turn to officially designated IT support, but at other times, 
they prefer to contact colleagues that are perceived as knowledgeable but whose roles do 
not formally include cybersecurity responsibilities. Although some procedures exist, they 
often depend heavily on individual interpretation and the support available at the moment.

The data further suggests that robust external networks and clearly defined escalation 
procedures are essential for effective incident response in VET institutions. Such networks 

Figure 2. VET institution’s incident response and escalation levels regarding 
cyber incidents.
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support operational resilience by enabling timely intervention and access to specialised 
expertise when complex or high-risk incidents arise. Building projection capabilities 
through conversations with both internal and external experts allowed digital manage-
ment to anticipate escalation outcomes. Examples of communication with experts include 
the use of insurance-based rapid response services and advice from national cybersecurity 
centres, both of which can help contain incidents and support effective recovery.

These dynamics are illustrated in Figure 2, which shows the layers or entities within VET organ-
isations that provide and receive support at various levels of incident response and escalation.

In the central circle of the diagram, we illustrate the on-site support available for study-
related working roles, which we consider as part of the school operations level. These 
include certain more experienced colleagues or teachers as well as on-site IT support staff 
available in various departments in some schools. The next circle represents the customer 
interface of IT services and management. This includes IT support or helpdesk services, 
the information security officer, and supervisors. The third level consists of IT and security 
management within the organisation, including various information and security man-
agement groups as well as the organisation’s overall management groups. At the fourth 
level are external service providers for affected organisations or supervising and supporting 
organisations that handle incident or crisis management. This level also includes national 
authorities, law enforcement agencies, and insurance companies.

Ways of communication

Related to our second research question, the data showcased that vocational institute staff 
seemed to rely on both traditional and modern communication methods during cyber 
incidents. Phone call was one of the most commonly mentioned channels for reporting 
suspected cybersecurity incidents, appearing in thirteen cases. During one of the inter-
views, we asked a social work teacher to consider three possible ways to report a potential 
data or cybersecurity incident. The response is as follows: “Well, I’d call the IT support 
or send them a message, or, um, I can’t think of a third option today, but maybe I’d then 
inform my supervisor that I’ve noticed something like this.” 

It is interesting that despite the rise of digital communication tools, staff seem to value 
phone calls for delivering urgent messages and enabling direct interaction during critical 
situations.

Email was another key communication tool, mentioned in nine cases. Real-time mes-
saging tools, such as Teams and WhatsApp, were mentioned in eight cases. Service man-
agement systems, like IT support ticketing platforms, were also mentioned in nine cases. 
These systems allowed incidents to be logged, tracked, and resolved in a structured way 
while keeping a record of all actions for a later review. In addition, the institutes used spe-
cific emergency communication services and alarm systems for situations requiring rapid 
escalation or broad notifications. Alarm systems, in particular, provided automated alerts 
when immediate action was needed.

According to the data, there was considerable variation in the level of awareness of the 
informants regarding the VET institution’s operational and communication practices. For 
some informants, it was clear that making a phone call or submitting a ticket would be 
the primary course of action. For others, such as the study secretary, whose comments are 
given below, the preferred communication channels were less clear:
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Zone of Proximal Development in incident response and 
situation awareness

According to our findings, Vygotsky’s (1978) concept of ZPD offers a useful perspective 
for understanding how staff in VET institutions approach incident response and create 
situational awareness. The ZPD concept highlights the gap between what individuals can 
manage on their own and what they can achieve with guidance. This framework is partic-
ularly helpful in explaining how less confident or experienced staff handle cybersecurity 
incidents.

Some staff members confidently managed incidents and knew reporting protocols, while 
others hesitated and sought help from colleagues, supervisors, or IT support. This reli-
ance shows how informal collaboration supports situational awareness, especially when 
procedures are unclear. Staff members unfamiliar with threats, like phishing, often gained 
knowledge and confidence through peer discussions, as experience and social learning 
filled gaps in formal preparedness. These interactions align with Vygotsky’s view of learn-
ing as a social process. Within their ZPD, staff internalise new knowledge and skills by 
observing, imitating, and collaborating with more experienced peers. For example, a 
teacher who initially relies on IT support may, over time, develop a clearer understanding 
of appropriate steps. Through repeated experience and reflection, they gradually build 
confidence and independence in managing incidents.

Vygotsky’s (1962, 1987) concept of tools and cultural artefacts is relevant to our findings, 
as IT systems and communication channels shape how staff respond to cybersecurity 

Communication method Rationale for the method

Phone calls For urgent messages and direct interaction during critical situations.
Email Widely used for reporting and managing cybersecurity incidents.
Real-time messaging tools Platforms like Teams and WhatsApp used for fast and informal 

communication.
Service management systems Used for logging, tracking, and resolving incidents with structured 

workflows.
Emergency communication and alarm systems For rapid escalation, broad notifications, and automated alerts to 

prompt immediate action.
Personal and direct face-to-face interaction with 
more capable colleague

Ensures clarity and immediate feedback.

Table 1. Communication methods when reporting suspected 
cybersecurity incidents.

I can’t really say, you know, we do have this institutional email. I can’t say whether 
I’d have the authority to send something to everyone, at least not at the whole 
institutional level. Like, if it’s something like, you know, don’t open the program 
because it might leak all your information, personal data, well, maybe I could send 
it to the teachers in our field. And I could run to the teachers’ staff lounge in our 
department, since they’re the experts on this kind of thing. I mean, I know where 
their staff room is, so I’d probably just run there too.

In response to our second research question, we compiled Table 1 listing the various meth-
ods of reporting a suspected cyber incident mentioned in the data.
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incidents. Many still prefer phone calls and messaging tools, such as Teams, as these 
provide immediate feedback and opportunities to confirm observations with more expe-
rienced colleagues. This interaction supports learning within the ZPD. In contrast, IT 
ticketing systems, while efficient for tracking and resolving issues, lack interpersonal 
engagement and do not foster the collaborative reflection that helps less experienced staff 
build situational awareness and confidence.

Figure 3 integrates Endsley’s (1995) framework and Ahmad et al.’s (2021) model to pro-
vide a comprehensive view of incident response in VET institutions. It illustrates how the 
levels of incident response and the emergence of situational awareness are interconnected, 
framed within Vygotsky’s ZPD to highlight the role of support in building institutional 
and individual capacity.

The figure adapts Ahmad et al.’s (2021) model, originally developed for finance, to VET 
institutions by integrating Endsley’s (1995) perception–comprehension–projection 
framework. Vygotsky’s ZPD is present in the communication between school operations 
and IT support, highlighting the role of guided learning. The model also incorporates 
tier 1–3 classification common in cybersecurity (cf. Husák and Čermák, 2022), with IT 
support handling basic tasks (tier 1), IT management conducting deeper analysis (tier 2), 
and external experts managing advanced cases (tier 3).

To address our second research question and the reviewer’s suggestion, we mapped our 
findings against the phases of SA-CIR model (Ahmad et al., 2021) and interpreted them 
through Vygotsky’s (1978) ZPD. Table 2 summarises how observed practices align with 
both frameworks.

Figure 3. Situation awareness in cybersecurity incident response in 
vocational education institutions (Adapted from Ahmad et al., 2021).
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The table shows that perception challenges in everyday incidents often triggered ZPD-
style scaffolding from peers, while comprehension and projection phases were supported 
by formal IT staff and external experts. This mapping illustrates how SA-CIR processes 
are enacted in practice and how staff learning is embedded within them. Importantly, 
institutional learning occurs when staff observe and participate in structured escalation, 
turning individual experiences into shared organisational capability.

Conclusion and recommendations

This study examined incident response practices in VET institutions, focusing on 
who staff report to if they suspect a cybersecurity incident and the method used for 

reporting. Our findings show that while formal procedures exist, many staff members rely 
on informal networks, supervisors, and IT support to make sense of events and decide 
whether reporting is necessary. These personal contacts are especially important for build-
ing situational awareness at the perception level, in line with Endsley’s (1995) model, and 
they help less experienced staff learn through collaboration, reflecting Vygotsky’s (1978) 
concept of ZPD. However, the level of awareness for procedures varies, and outside-of-
fice-hours incident handling often remains unclear. Similar concerns about the absence 
of clear frameworks or institution-wide practices have been noted in previous educational 
research (Sonhera et al., 2021; Villegas-Ch et al., 2021).

From an operational perspective, incident response in VET institutions should not be 
seen as an individual or purely technical activity but as a distributed capability involving 
staff, IT support, management, and external partners. This aligns with Ahmad et al.’s 
(2021) SA-CIR model, which emphasises the interplay between perception, comprehen-
sion, and projection in organisational incident-handling. Mixed reporting practices, such 
as combining helpdesk tickets with direct phone calls, not only reflect this interplay but 
they also reveal the tension between the human need for immediacy and the organisa-
tional need for systematic intelligence (cf. Schlette et al., 2021).

Research findings Element of SA-CIR Perspective of ZPD

Non-technical staff are sometimes 
uncertain about what counts as an 
incident.

Perception: There is a challenge in 
recognising signals vs. noise.

Less experienced staff need support 
from colleagues to learn what qualifies 
as reportable.

Staff often use personal contacts before 
formal channels.

Perception or early comprehension: 
seeking sense-making input.

Peer guidance helps staff to develop 
awareness and interpret ambiguous 
situations.

Non-technical staff prefer phone calls 
to ticketing systems.

Late perception or comprehension: 
There is a need for immediate 
interaction to build shared 
understanding.

Phone conversations provide 
scaffolding: More knowledgeable 
colleagues guide decision-making.

There is uncertainty in incident 
handling outside office hours.

Gap in comprehension: There are gaps 
in procedures and escalation clarity

Lack of access to “more knowledgeable 
others” at certain times leaves staff 
without scaffolding.

There is notable reliance on external 
service providers, insurers, and 
Cybersecurity incident response teams.

Projection: Anticipation of outcomes, 
the involvement of specialised 
expertise, and the planning required 
for containment and recovery.

External actors function as “more 
knowledgeable others” for the technical 
staff which extend institutional 
capability.

Table 2. Findings mapped to SA-CIR and ZPD.
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Informal contacts and phone calls play an important role in everyday incident response, 
as they enable staff to seek guidance, reflect together, and gradually learn to judge whether 
a situation requires formal reporting. In this sense, such exchanges support the kind of 
collaborative learning and situational awareness-building described by Vygotsky’s (1978) 
ZPD. At the same time, relying solely on these practices creates risks. Personal conversa-
tions do not necessarily leave incidents undocumented, but they can do so if there are no 
parallel processes ensuring that the information is captured. This may lead to incomplete 
records, uneven escalation, or missed opportunities to strengthen organisational learning. 
Current standards, such as ISO/IEC 27035-1:2023, NIST SP 800-61 Rev. 3, and the 
NIS2 directive, highlight the need for systematic documentation, consistent escalation, 
and traceable reporting. Therefore, while VET institutions should continue to support 
informal peer-to-peer exchanges as a way of developing staff competence, these must be 
integrated into formal reporting practices to ensure both resilience and compliance.

In light of these findings, we propose three priorities for practice. First, role-based instruc-
tions are essential: staff members without technical responsibilities, such as teachers and 
study secretaries, should not be expected to understand higher-tier escalation procedures 
but should have clear, simple guidance on who to contact, what to report, and when to 
escalate. This corresponds to defining responsibilities along escalation tiers without over-
burdening non-specialists (cf. Cichonski et al., 2012; ISO/IEC 27035-1:2023). Second, 
institutions should connect informal support with formal systems. Phone calls and peer 
discussions are vital for learning within the ZPD, but these interactions need parallel 
mechanisms, such as logging a ticket afterwards, so that the obtained information con-
tributes to organisational maturity, rather than remaining localised (Raković et al., 2020; 
Schlette et al., 2021). Third, preparedness must extend beyond office hours. Simple fall-
back procedures, including designated on-call contacts and service provider hotlines, are 
needed to ensure that incidents reported outside IT support’s operating times do not 
vanish from the organisational radar (cf. Cichonski et al., 2012). Scenario-based training, 
tailored to different roles, can further support staff in identifying their boundaries of 
responsibility and recognising when escalation is necessary.

In sum, strengthening incident response in VET institutions requires clear, role-based 
instructions, systematic documentation, and room for collaborative learning. When these 
elements are combined, everyday practices can be connected with the structured pro-
cesses emphasised in current standards (ISO/IEC, 27035-1:2023; Nelson et al., 2025) 
and with the principles outlined in the SA-CIR model (Ahmad et al., 2021). In this way, 
institutions can bring together the human side of learning and the organisational need for 
consistency, moving towards a more resilient and reliable incident response.
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