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Abstract

This article systematically reviews the academic literature on the applications of artificial intelligence (AI) in cybersecurity, with a 
specific focus on generative techniques (generative AI or GenAI), such as large language models (LLMs). The analysis covers publications 
from 1993 to 2025 extracted from the IEEE Xplore Digital Library (1,647 publications) and SpringerLink (1,742 publications) 
databases, resulting in a collection of 3,389 documents.The litstudy tool was utilised for thematic mapping, automatic topic modelling, 
and n-gram analysis. The analysis shows an exponentially upward interest since 2022, particularly between 2023 and 2024, indicating 
rapidly growing interest in GenAI methods. Through topic modelling, the study identified the following key thematic areas: LLMs 
(734 publications; 21.88%), identified as the most dominant topic, blockchain and cyber attacks (394 publications; 11.74% each 
topic), generative coding for software (296 publications; 8.82%), smart energy and internet of things (278 publications; 8.29%), 
and malware (70 publications; 2.09%). The study revealed that GenAI and LLMs present a significant dual-use dilemma. Malicious 
actors increasingly leverage these methods for offensive purposes. Conversely, the same methods are actively developed to enhance 
cybersecurity defences. GenAI and LLMs are fundamentally reshaping the cybersecurity landscape, as evidenced by the visible growth 
in research interest. In light of the dual-use dilemma posed by GenAI, organisations should urgently consider investing in securing their 
sensitive data, and enhance staff capabilities in threat detection and response using GenAI-/LLM-driven methods.
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Introduction

Security in cyberspace is one of the key challenges of today’s world, particularly in the 
context of the dynamic development of information and communication technologies 

and the increasing scale and complexity of digital threats. In this era of digital transfor-
mation, the importance of modern and integrated mechanisms to protect data and infor-
mation and communication technology (ICT) infrastructure is growing—especially when 
considering regulatory requirements and international security standards, such as informa-
tion security management systems International Organization for Standardization(ISO)/
International Electrotechnical Commission (IEC) 27001 and the National Institute of 
Standards and Technology (NIST, 2018) Cybersecurity Framework.

A significant factor shaping today’s cybersecurity ecosystem is the development of artificial 
intelligence (AI), which, on the one hand, serves as an effective tool for supporting the 
protection of information systems and, on the other, can be exploited as an attack vec-
tor by malicious actors. Generative models, including Generative Adversarial Networks 
(GANs) (Goodfellow et al., 2014), exemplify this dual-use nature. GANs operate based 
on a “game” between two neural networks: a generator and a discriminator. The gener-
ator creates data that mimic the training set, while the discriminator learns to distin-
guish between synthetic and real data. Transformer-based architecture introduced in 2017 
(Vaswani et al., 2017), which leverage a self-attention mechanism, enable the parallel 
processing of data sequences. This makes them highly effective in tasks, such as natural 
language processing (NLP) tasks, anomaly detection, and threat classification. These two 
architectures not only enable the generation of realistic synthetic data (e.g. images, text, 
or audio) but also facilitate complex attacks, such as deepfakes, spear-phishing using NLP 
techniques, manipulation of training data in machine learning (ML) pipelines (Brundage, 
2018), and the creation of disinformation content (Creswell et al., 2018).

Progress in the field of generative AI (GenAI) is exemplified by the rapid evolution of 
architectures since the introduction of the Transformer in 2017 (Vaswani et al., 2017). 
This progress includes models such as Bidirectional Encoder Representations from 
Transformers (BERT) (Devlin et al., 2019), generative pre-trained transformer 2 (GPT-2) 
(Solaiman et al., 2019), and more recent large language models (LLMs) such as Claude1, 
Gemini (Team Google, 2024), and GPT-4 family (OpenAI, 2023). These models are 
characterised by an increasing number of parameters, enabling them to learn more com-
plex patterns and generate increasingly realistic outputs. Moreover, they are now accessible 
not only via the cloud but also for edge computing applications (Zheng et al., 2025).

Although the literature already contains multiple reviews and surveys on AI in cybersecu-
rity, most of the existing works remain fragmented in scope and limited in methodological 
depth. Recent reviews tend to focus either on traditional machine learning approaches or 
on narrowly defined applications of GenAI, such as vulnerability detection, cyber oper-
ations automation, or adversarial attacks against AI systems (Afolabi and Akinola, 2024; 
Barrett et al., 2023; Fu et al., 2023). Even broader surveys of GenAI in cybersecurity 
(Hasanov et al., 2024; Yigit et al., 2024) primarily adopt qualitative or manually curated 
taxonomies, offering descriptive overviews, rather than a quantitative assessment of how 
research priorities and thematic structures have evolved. As a result, the existing literature 
does not provide a consolidated data-driven view of the simultaneous expansion of GenAI 
across both offensive and defensive cybersecurity domains, particularly in the post-2022 
period marked by the rapid proliferation of LLMs.

1Anthropic’s all models’ overview: https://docs.anthropic.com/en/docs/about-claude/models/all-models
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It can be anticipated that GenAI and LLMs will play a pivotal role in cybersecurity, in 
both defensive operations—for instance, by automating threat detection—and offensive 
capabilities, such as the generation of malware code.

Materials and Methods

This article is a review of the academic literature on AI applications in the area of 
cyber security, with a particular focus on new generative techniques, such as LLMs. 

To support the systematic analysis of the collected literature, the litstudy tool was used 
as an automated framework for large-scale bibliometric and thematic analysis. Litstudy 
is a Python-based tool that processes bibliographic metadata and textual content (titles, 
abstracts, and keywords) to construct a corpus, extract n-grams, and perform frequency 
analysis and unsupervised topic modelling methods. The tool also applies dimensionality 
reduction techniques to visualise semantic relationships between documents in a two-di-
mensional (2D) topic landscape. This approach enables reproducible data-driven explo-
ration of thematic trends across large datasets while reducing the subjectivity of manual 
literature reviews (Heldens et al., 2022). The tool was used to develop a thematic map of 
publications as well as automatic topic modelling, analysis of n-grams in article abstracts, 
and visualisation of results.

The aim of this literature analysis is to assess the extent to which GenAI—particularly 
LLMs, following the introduction of the Transformer architecture in 2017—is applicable 
within the field of cybersecurity. The analysis covers publications from the period 1993 to 
2025 and is based on sources retrieved from two well-established academic databases: the 
IEEE Xplore Digital Library and SpringerLink databases. The search was conducted using 
the keywords “cybersecurity” and “AI.” A total of 1,647 publications were retrieved from 
the IEEE Xplore database and exported in comma separated values (CSV) format, while 
an additional 1,742 documents were obtained from SpringerLink database. After merging 
and deduplicating the datasets, a final corpus of 3,389 articles was assembled.

These databases were selected based on the author’s prior experience and their com-
plementary coverage. Publications indexed in IEEE Xplore predominantly emphasise 
technical- and engineering-oriented aspects of cybersecurity, such as threat detection and 
data classification. In contrast, SpringerLink database provides broader interdisciplinary 
perspectives, frequently addressing socio-ethical considerations, including privacy, regu-
latory compliance, and societal perceptions of AI technologies, often within the edited 
volumes and book series.

As part of the data preparation for this analysis, the three CSV files were exported from 
each database and loaded to litstudy, which facilitated the generation of descriptive statis-
tics (including n-gram frequency histograms) and thematic exploration of the documents 
shown in Figures 2–5.

To build the corpus, the function build_corpus was used with the parameter ngram_thresh-
old=0.8, which allowed popular phrases to be included as consistent lexical units. Then, 
using the compute_word_distribution function, a frequency analysis of n-grams in the cor-
pus was carried out. This allowed the identification of key concepts present in the litera-
ture, such as “artificial_intelligence,” and “machine_learning.”

The results of the automatic topic modelling are presented in the form of a visualisation of 
a topic landscape, based on a word cloud, using Nonnegative Matrix Factorisation (NMF), 
a factorisation algorithm commonly used for dimensionality reduction in unsupervised 
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machine learning (Xu et al., 2003) and a landscape plot, which uses non-linear dimen-
sionality reduction algorithms, such as t-distributed stochastic neighbour embedding 
(t-SNE) (Van der Maaten and Hinton, 2008) and unform manifold approximation and 
projection (UMAP) (McInnes et al., 2018), to arrange documents on a 2D plane. Such 
maps allow intuitive identification of thematic groups in which closely located documents 
represent similar semantic content. However, it should be emphasised here that for the 
landscape plot the distances between points in the visualisation are illustrative and should 
not be interpreted in a metric sense.

Figure 1 presents a concise overview of the methodological workflow, illustrating how 
the dataset was systematically processed and transformed throughout the analysis. The 
diagram summarises the sequential stages of the study, beginning with data acquisition 
and deduplication, followed by corpus construction, n-gram extraction, and frequency 
analysis, and continuing through topic modelling and semantic mapping. By visualising 
these steps in a unified pipeline, the figure clarifies how raw bibliographic records were 
converted into interpretable thematic structures.

This framing is particularly important, given the rapid post-2022 expansion of AI-related 
publications. Rather than treating this growth as a standalone observation, the method-
ological design enables a deeper examination of how GenAI has reshaped research prior-
ities, redistributed thematic clusters, and influenced the balance between offensive and 
defensive cybersecurity applications.

1. Data acquistion
• IEE Xplore (CSV)
• Springer Link (CSV)
• Merge datasets
• Deduplication

2. Corpus construction 
• Tokenisation
• N-gram extraction (0.8)
• Cleaning
• Build corpus

3. Frequency analysis 
• N-gram histogram
• Keyword distribution
• Dominant concept

4. Topic modelling 
• NMF extraction
• World clouds
• Cluster labels

5. Semantic mapping 
• t-SNE/UMAP
• 2D landscape
• Cluster interpretation

6. Sythesis & 
Interpretation 
• Trend identification
• Dual-use analysis

Figure 1. Methodology pipeline for automated bibliometric and thematic analysis.
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Results

The collected results present a comprehensive picture of the current state of research 
at the intersection of AI and cyber security, highlighting the growing role of GenAI 

techniques—in terms of threat detection, vulnerability analysis, simulation of attack 
scenarios, and automation of incident response.

Analysis of the number of publications between 1993 and 2025 (Figure 2) provides a 
historical baseline for the dataset, illustrating how publication volume evolved over time, 
enabling the post-2022 surge to be contextualised within a longer trajectory. Starting 
with one publication in 1993, the number increased slowly until 2022 (seven publica-
tions), after which the rate of growth increased significantly. A particularly significant 
jump was observed between 2022 and 2023, where the number of publications reached 
435 per year, only to expand to 1,848 in 2024. Such a growth might indicate not only a 
increasing interest in the topic of AI in the context of cyber security but also an increased 
awareness among researchers of the potential defensive and offensive applications of these 
technologies.

Figure 3 presents the institutional affiliations for publications related to AI and cyber-
security and reveals a diverse set of contributors across academic and research institu-
tions worldwide. Surprisingly, the most frequently occurring affiliation is the Department 
of Computers Techniques Engineering, College of Technical Engineering, The Islamic 
University, Najaf, Iraq, contributing sixteen documents to the dataset. This is followed by 
Georgetown University and George Mason University (Fairfax, VA, USA), each contrib-
uting fourteen documents.

Figure 2. Publication counts for AI and cybersecurity research 
(1993–2025) included to provide a longitudinal baseline for the 
bibliometric and thematic analyses.
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Other significant contributors include Chitkara University Institute of Engineering and 
Technology (Punjab, India) with eight documents, and several Indian institutions, such 
as Gokaraju Rangaraju Institute of Engineering and Technology (Hyderabad, India) and 
Graphic Era Deemed to be University (Dehradun, India), each contributing between 
six to seven documents. International representation is evident, with institutions from 
the United States, India, Singapore (Nanyang Technological University), Jordan (Zarqa 
University), Greece (University of Piraeus), United Arab Emirates (Rabdan Academy), 
China (Peking University), Bangladesh, and Canada (University of Waterloo).

This diverse academic participation highlights a strong global interest in the intersection 
of AI and cybersecurity, with a noticeable concentration of contributions from institu-
tions in Asia and North America.

Through topic modelling analysis, six clusters (Topics 15, 4, 10, 1, 5, and 9) emerge as 
foundational to understanding how GenAI is reshaping the cybersecurity landscape. These 
topics emphasise the importance of standards, systematic reviews, deep learning-based 
network protection, industrial integration, AI foundations, and malware in the changing 
threat landscape.

Figure 4 presents a visualisation of the key topics within the dataset generated using the 
NMF method.

•	 Topic 15 (LLMs, language, and models): This topic shows the highest prevalence. 
This confirms that LLMs and associated generative technologies are a central theme 
in the corpus. This aligns perfectly with the main aspect of this article, pertinent to 
understanding the capabilities, applications, and implications of LLMs within the 
wider “AI” space.

•	 Topic 9 (digital, twin, and industry) and Topic 1 (detection, network, and intru-
sion): Both these topics show a notable presence. The “detection, network, intru-
sion” theme provides a strong grounding in core cybersecurity concerns, forming the 
backdrop against which the role of GenAI in both emerging threats and defensive 
strategies can be analysed. The “digital” theme relates to secure data handling, indus-
trial systems, or even novel applications in conjunction with AI, relevant to robust 
defensive strategies or new standards.

Figure 3. The twenty most frequent affiliations in the 
collected dataset.
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Figure 4. Word cloud presenting automatic topic 
modelling results in the dataset.

•	 Topic 4 (code, generative, and software): This relates to new “generative” aspects 
of coding. It points to discussions on AI-driven software development, automated 
code generation, and potentially the exploitation of such tools for malicious code 
creation, a key area for analysing emerging threats and defensive strategies (e.g. AI 
for vulnerability detection in generated code).

•	 Topic 5 (smart, energy, and cities): This content related to “smart” technologies, 
including internet of things (IoT). This highlights critical application domains 
where GenAI could introduce new vulnerabilities or, conversely, enhance security. 
The security of IoT systems is a well-established concern, and the intersection with 
GenAI is an important area for exploring threats and defences.

•	 Topic 10 (education, malware, and higher): While this topic’s presence indicates dis-
cussions on specific, well-known cyber threats, GenAI could potentially be used to 
create more sophisticated and evasive malware (an emerging threat), or to improve 
malware awareness or detection techniques (a defensive strategy).

Figure 5 illustrates the distribution of topic clusters in the 2D space reduced using t-SNE 
and UMAP techniques. This landscape map provides insights into how discussions around 
GenAI are situated within the broader cybersecurity and AI research landscape. The map 
visually confirms that it is an increasingly integrated part of the cybersecurity discourse. 
The clear thematic links between generative methods, attack vectors, defensive machine 
learning, and fundamental security principles provide a strong argument for considering 
generative methods as both emerging threats and new defensive strategies. This is evi-
denced through the interconnectedness of these themes, with closely located documents 
representing similar semantic content.

The key observations are as follows:

•	 Prominence and connectivity of GenAI themes: Topic 15 (LLMs, language, and mod-
els) and Topic 4 (code, software, and generative) are clearly visible as distinct clus-
ters. Their position on the map shows that they are not isolated but are connected to 
the core cybersecurity detection, network, and intrusion areas. For instance, Topic 
15 is situated near Topic 14 (image, medical, and network, often involving artificial 
neural networks) and is part of a larger super-cluster that includes Topic 4. This 
indicates a strong established link between generative techniques and broader AI 
applications.
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Figure 5. Landscape of the topics included in the dataset.

•	 Intersection with core cybersecurity and AI/ML: These GenAI clusters (Topics 15 
and 4) are adjacent to, and show pathways towards, foundational cybersecurity top-
ics such as Topic 1 (detection, network, and attacks in red colour), Topic 2 (cyber, 
threats, and cybersecurity in orange colour), and general AI/ML topics, such as 
Topic 12 (machine, machine_learning, and learning in purple colour), that are 
concentrated in proximity. It visually supports the premise of emerging threats, as 
generative capabilities are discussed in the context of the existing attack vectors and 
threat landscapes.

•	 Centrality of security fundamentals: Topics such as Topic 2 (cyber, threats, and cyber-
security in orange colour) and Topic 7 (artificial, artificial intelligence, and intelli-
gence in green colour) are located within the main dense area of the map, suggesting 
their cross-cutting importance across various cybersecurity and AI discussions. The 
need for explainable AI (XAI) is particularly relevant for standards and building 
trust in AI-driven security solutions, as it refers to the techniques that make model 
decisions transparent and understandable. In cybersecurity, this is essential because 
security-critical alerts and automated responses must be interpretable, auditable, 
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and aligned with regulatory standards. XAI helps analysts trust and verify AI-driven 
security systems.

•	 Specialised application/threat areas: More specific topics such as Topic 10 (educa-
tion, malware, and higher in blue colour) and Topic 5/13 (related to IoT, smart, 
and energy in green and purple colours) form their own sub-clusters. Their rela-
tionship to the AI cluster can indicate specific areas where GenAI might introduce 
novel threats (e.g. sophisticated malware variants) or offer new defensive tools (e.g. 
AI-driven IoT security analytics). Topic 9 (digital, twin, and industry in light blue 
colour) also represents a new distinct technological area with its own security consid-
erations (e.g. Industrial Digital Twin Security, a specific area within industrial cyber-
security focused on securing digital representations of physical industrial processes).

The data presented in Table 1 highlights the key trends in cybersecurity as of May 2025, 
with LLMs emerging as the most dominant topic, comprising 21.88% of all surveyed 
publications. This reflects the growing integration of these GenAI technologies into 
cybersecurity domains. Topics related to blockchain and cyberattacks are also prominent, 
each representing 11.74% of the research, indicating sustained interest in both emerg-
ing technologies and persistent threats. Generative software and coding, as well as smart 
energy and IoT infrastructure, follow with 8.82% and 8.29%, respectively, showing a 
balanced focus on innovation and infrastructure security. In contrast, malware—although 
still relevant—commands a smaller share of attention at just 2.09%, possibly suggesting 
a shift in research priorities towards either broader or more focused technological cluster.

Exploring Dual-Use Dilemma of Generative AI and LLMs

In recent years, GenAI has begun to play an increasingly important role in both defensive 
and offensive operations in cyberspace (Yigit et al., 2024). New platforms hosting LLMs, 
such as GPT-4, are widely impacting threat analysis, penetration test automation, and 
vulnerability detection in source code (Fu et al., 2023). Authors observed (Hasanov et al., 
2024) that LLMs have been proved highly effective in phishing attack simulations and 
in managing cybersecurity administrative aspects, including defending against advanced 
exploits.

At the same time, the same mechanisms are used by malicious actors to generate real 
phishing attacks, automatically break through security or create complex malware (Gupta 
et al., 2023). This impact is therefore multifaceted, presenting both opportunities for 
enhancing defences automation (Sultana et al., 2023) and risks through their potential 
misuse by malicious actors. The landscape is rapidly evolving, necessitating ongoing 
research and evaluation. This forces organisations to rethink their risk models and security 
strategies, considering not only technical effectiveness but also resistance to human manip-
ulation and new process-related challenges in the data platforms they use (Khoje, 2024).  

Table 1. Results of automated topic analysis (top 6) in cyber security and AI.

Topic Number of publications Percentage share

LLMs 734 21.88%
Cyberattacks and blockchain 394 11.74% (each)
Generative (software and code) 296 8.82%
Smart (energy and IoT) 278 8.29%
Malware 70 2.09%
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There is an emerging need for upskilling dynamic regulatory frameworks and “cyber resil-
ience” solutions that can adapt to the changing nature of threats.

Offensive Applications of Generative AI and LLMs

Generative AI and LLMs present a significant dual-use dilemma in the realm of cybersecu-
rity, possessing the potential to enable malicious activities. Cybercriminals are increasingly 
leveraging these advanced capabilities to develop more sophisticated, evasive, and auto-
mated attacks, contributing to an “AI arms race” (Barrett et al., 2023). The integration of 
AI into cyberattacks enhances their effectiveness and can potentially disrupt legitimate AI 
defence mechanisms (Samonte et al., 2024).

The dataset collected highlights several key ways in which malicious actors utilise GenAI 
and LLMs for offensive purposes:

•	 Facilitating fraud and generating malicious content or code: LLMs are misused for 
fraudulent activities, impersonation, and the generation of malicious software. These 
revelations underscore the security-related challenges posed by such models (Imtiaz 
et al., 2023). Tools such as WormGPT, described as a BlackHat GPT for cyber-
criminals, are capable of launching various types of attacks (Firdhous et al., 2023) 
or creation of metamorphic malware (Madani, 2023), which dynamically modifies 
its structure to avoid signature and behavioural detection. Researchers (Gupta et al., 
2023) demonstrate that GenAI can be used to create automated ransomware tools 
that not only locate and encrypt data but also modify their code in real time to evade 
detection. Of particular concern is the embedding of a Python interpreter in the 
malicious code, enabling dynamic communication with LLM (e.g. ChatGPT) to 
generate new pieces of malware (“on-the-fly malware generation”).

•	 Enabling sophisticated social engineering and phishing attacks: GenAI plays an amplify-
ing role in social engineering attacks. Attackers can leverage LLMs for strategic advan-
tage, including the orchestration of social engineering attacks using sophisticated 
language-based techniques. AI is a tool for social engineering attackers, enhancing 
the likelihood of successful attacks. The existing GenAI-based chatbot services, such 
as OpenAI’s ChatGPT, Google’s BARD, can be exploited to create smishing (SMS 
phishing) texts and eventually leading to craftier smishing campaigns.2 Research 
(Shibli et al., 2024) provides strong empirical evidence of this exploitation, often by 
crafting prompt injection attacks to circumvent ethical standards in these services.

•	 Generating deceptive content and deepfakes: LLMs can be used by malicious actors for 
strategic advantage, including the manipulation of public opinion through the gen-
eration of deceptive content. The rapid development of GenAI technology has led 
to the misuse of deepfake technology, resulting in issues such as telecommunication 
fraud and the manipulation of public opinion. Deepfakes (Mi and Zhang, 2025), 
often built using GAN models, can be used for malicious purposes, such as creating 
forged speeches and defaming individuals, particularly politicians.

•	 Fueling various cybercrimes and crafting tailored attack: Beyond social engineering, 
phishing, and deepfakes, LLMs facilitate illegal activities, such as password crack-
ing, typosquatting, and malware propagation. AI-assisted cyberattacks are becoming 

2AbuseGPT: https://github.com/ashfakshibli/AbuseGPT
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increasingly successful across the cyber-defence lifecycle. Tools such as MalGAN can 
be deployed in the reconnaissance phase to automatically exploit vulnerabilities in 
cyber-defence systems (Klopper and Eloff, 2024). Specialised frameworks, such as 
ThreatGPT (Gupta et al., 2023), based on jailbroken versions of models, are devel-
oped as well to generate code, attack scenarios, and even simulate socio-technical 
interactions.

Development of open-source language models (e.g. Chinese 01.ai3 and availability of 
repositories such as ChatGPT_DAN4) increases the risks related to “Do Anything Now” 
(DAN) jailbreaks. These factors, combined with the general, public knowledge of the 
existing hardware vulnerabilities, and well-described ransomware attacks5 (encrypting 
data, e.g. WannaCry, Ryuk, and REvil), or erasers (NotPetya), are creating a new class of 
threats.

A customised LLM named HackerGPT has been specifically tailored for generation of 
cyberattack and has been demonstrated to attack virtual campus area network (CAN) 
networks, Bluetooth systems, and Key Fobs, showing successful compromises in certain 
vehicle models (Usman et al., 2024).

•	 Targeting AI systems themselves: The increasing prevalence of AI introduces new 
vulnerabilities, making AI-driven systems susceptible to cybercriminal activities 
(Afolabi and Akinola, 2024). AI models themselves can be the targets of adver-
sarial attacks, including data poisoning, model manipulation, or evasion attacks. 
Adversarial attacks trick AI systems with malicious data to cause misclassification. 
Vulnerabilities in LLMs also include prompt injection and denial of service.

In summary, the sources indicate that GenAI and LLMs are actively being weaponised 
by cybercriminals to enhance the scale and sophistication of attacks, generate malicious 
content, create convincing deceptive materials, and even target the AI systems designed 
to protect against them.

Defensive Applications of Generative AI and LLMs

The sophisticated capabilities of AI, including its ability to process vast datasets, recog-
nise complex patterns, and learned over time, enable advancements beyond traditional 
security measures, offering a powerful arsenal to prevent and combat the evolving threats 
(Ankalaki et al., 2025). The dataset identifies several key areas where GenAI and LLMs are 
being applied to enhance cybersecurity defences:

•	 Enhanced threat intelligence and information processing: LLMs are proving effec-
tive in improving the analysis of vast amounts of security data, which is critical 
for cybersecurity threat intelligence (CTI). They can be used for Named Entity 
Recognition (NER) (Qiao et al., 2023) on security-related data to build knowl-
edge graphs, enabling fine-grained analysis of multi-source threat intelligence. LLMs 
can parse and categorise cyber-related information from sources such as news arti-
cles, enhancing real-time vigilance and cyber threat modelling (Patel et al., 2024).  
This capability assists security teams in understanding prospective dangers and 

3Yi Foundation models: https://www.01.ai/#yi-foundation-models
4ChatGPT DAN: https://github.com/0xk1h0/ChatGPT_DAN
5Cloudflare “What are Petya and NotPetya?”: https://www.cloudflare.com/learning/security/ransomware/petya- 
notpetya-ransomware/

https://www.01.ai/#yi-foundation-models�
https://github.com/0xk1h0/ChatGPT_DAN�
https://www.cloudflare.com/learning/security/ransomware/petya-notpetya-ransomware/
https://www.cloudflare.com/learning/security/ransomware/petya-notpetya-ransomware/
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developing defence measures, for example, by facilitating log analysis with LogGPT 
(Qi et al., 2023). LLMs can also automate report generation from Intrusion 
Detection System (IDS) alerts (Amin et al., 2024), improving the efficiency of threat 
detection analysis. AI-driven threat intelligence platforms can analyse extensive data-
sets to detect patterns indicative of cyber threats. Organisations such as CaixaBank 
pilot AI-powered intrusion detection systems using federated learning to enhance 
data privacy across financial institutions (AI4FIDS), alongside TRUST4AI.xAI, an 
explainability module that ensures transparency and accountability in AI decision-
making. Experimental results presented by Karampasi et al. (2024) from the project 
demonstrate that the integrated system effectively detects network intrusions while 
preserving user privacy and improving trust through interpretability.

•	 Automated threat detection and analysis: GenAI and LLMs contribute to automating 
and improving the accuracy and speed of threat detection (Ghazal et al., 2024). 
GANs and Variational Autoencoders (VAEs) can be used not only to simulate cyber-
attacks for testing defences but also for detecting anomalies and generating adaptive 
countermeasures (Vadisetty and Polamarasetti, 2024). Deepfake and phishing con-
tent detection mechanisms contribute to reducing the effectiveness of social engi-
neering attacks (Enathe VP et al., 2024). GANs, by creating synthetic data instances 
that mimic real-world threats, can enhance the resilience and flexibility of Network 
Intrusion Detection Systems (NIDS) in dynamic environments (Sarika et al., 2024). 
LLMs assist in interpreting IDS rules and predicting attacker tactics, techniques, 
and procedures (TTPs) within frameworks such as MITRE ATT&CK, aiding in 
defensive cyber operations and suggesting proactive/reactive strategies, classify sensi-
tive data for adaptive security frameworks, or assist with code analysis (Ferrag et al., 
2024). Large-scale language models and AI-powered code clone search models are 
being applied to firmware vulnerability detection and asset management in military 
contexts (Beninger et al., 2024).

•	 Cyber deception and honeypots: GenAI and LLMs can be used for cyber deception 
by simulating adaptive honeypots (Childs and Wood, 2024). These AI-enhanced 
systems can generate realistic, human-like responses in real-time to engage attackers, 
making decoys harder to identify and improving intelligence gathering on attacker 
TTPs (Ragsdale and Boppana, 2023). Structured prompt engineering with GenAI 
can automate the creation of scalable deception ploys (Ahmed et al., 2025).

•	 Automated response: AI systems can automate responses to detected threats, reducing 
incident response period. This includes automating security operations and address-
ing incidents in real time. Automated response actions are enabled through dynamic 
risk assessment, adaptive access controls, and incident remediation. LLMs can act 
as conversational agents to help administrators with cybersecurity information, log 
analysis, event detection, and instructions. Hybrid AI models incorporating LLMs 
can support autonomous cyber defence agents. Automating tasks such as threat 
identification and response increases operational efficiency (Ferrag et al., 2024).

•	 Vulnerability management: AI can assist in managing system vulnerabilities. LLMs 
can be valuable assistants for developers and security professionals, helping with 
secure coding, identifying vulnerabilities in code (Shestov et al., 2025), and pro-
viding guidance and remediation strategies. This aids in developing more secure 
applications. Tools such as SecurityLLM and FalconLLM facilitate the identi-
fication of malicious code patterns in vast data sets (Ferrag et al., 2023). Other 
tools such as DeepExploit (Sychugov and Grekov, 2024) and PentestGPT  
(Deng et al., 2024) allow automated security assessments of applications and IT 
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infrastructure. Automatic detection of malware code also has been documented 
(Veprytska and Kharchenko, 2022).

•	 Securing AI systems: A vital defence is securing GenAI and LLM systems themselves 
against adversarial attacks such as data poisoning, model manipulation, and eva-
sion. This requires robust defences, including adversarial machine learning defences, 
secure-by-design principles, continuous learning, and governance. Protecting the 
privacy and security of the large datasets used by these models is also critical, employ-
ing techniques such as differential privacy (Behnia et al., 2022; Khoje, 2024) and 
federated learning (Xi et al., 2024; Zhang et al., 2024). Security testing frameworks 
for LLMs are also a defensive measure; defences against specific LLM vulnerabilities, 
such as prompt injection, are being developed (Ferrag et al., 2024).

In essence, GenAI and LLMs are being developed actively and applied across multiple 
layers of defensive cybersecurity, from improving intelligence and detection to enabling 
dynamic response and deception, while also necessitating the development of defences for 
AI systems themselves.

Discussion

This article explores selected aspects of the development of AI and its impact on the 
security of information systems, with particular emphasis on GenAI. It presents a 

literature review covering the period from 1993 to 2025, incorporating automated topic 
modelling and trend analysis of scientific publications related to AI and cybersecurity. In 
all, 3,389 scholarly publications were analysed from the IEEE Xplore Digital Library and 
SpringerLink databases. The findings revealed an explosive increase in research activity 
in this area, underscoring the growing significance of GenAI and LLMs in cybersecurity 
contexts. Turning to the results, the main research topics identified were: (1) LLMs with 
734 publications (21.88%), (2) blockchain and cyberattacks, each with 394 publications 
(11.74%), (3) generative coding and software generation with 296 publications (8.82%), 
(4) smart energy infrastructure and IoT with 278 publications (8.29%), and (5) malware 
with 70 publications (2.09%).

However, it should be noted that these two databases may not comprehensively rep-
resent the full spectrum of global research on AI and cybersecurity. Future work will 
involve expanding the corpus by incorporating additional sources, such as Scopus, Digital 
Bibliography & Library Project (DBLP), and preprint repositories such as arXiv.

Based on the comprehensive analysis of the provided literature, a clear conclusion emerges 
regarding the transformative impact of GenAI and LLMs on the domain of cybersecurity. 
These technologies are not merely theoretical concepts but are being actively developed 
and deployed across both offensive and defensive strategies within the cyberspace land-
scape. The dual-use nature of GenAI and LLMs presents a significant dilemma, neces-
sitating a proactive and adaptable approach to cybersecurity risk management and the 
development of “cyber resilience” solutions.

The case of Poland illustrates some of the new challenges. Poland is among the fastest-
growing adopters of cloud computing in the European Union (EU); according to a recent 
Eurostat (2023) study on ICT services and e-commerce, it currently ranks tenth in the 
EU in terms of enterprise cloud usage. The rapid evolution of Poland’s information 
technology ecosystem—driven by the deployment of global cloud infrastructures—has 
significantly enabled digital innovation. At the same time, it has increased exposure to 
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AI-augmented cyber threats, particularly those related to the processing and protection of 
sensitive organisational data by AI.

This development challenges traditional notions of “organisational boundaries” that 
require protection. In a rapidly changing environment shaped by the growing momen-
tum of GenAI and LLM technologies, an increasing proportion of organisational data 
in the EU is likely to be generated, processed, and analysed in cloud environments—
often outside traditional and on-premises data centres. Consequently, attack surfaces 
are shifting towards cloud infrastructures themselves, new AI models, and data avail-
ability through application programming interfaces (APIs) as well as edge computing 
components.

Edge computing, which distributes computation and data storage closer to the data 
source, further complicates this landscape. While it offers performance and scalability 
benefits, it also introduces new security challenges and opportunities for cybersecurity 
teams, particularly in the environments where LLMs are deployed across both cloud and 
edge layers (Zheng et al., 2025).

Conclusions

On the offensive front, cybercriminals are rapidly weaponising GenAI and LLMs to 
enhance the scale, sophistication, and automation of attacks. Key offensive appli-

cations include the facilitation of fraud and generation of malicious content or code, 
enabling the creation of metamorphic malware and automated ransomware tools capable 
of evading detection. Furthermore, these models enable sophisticated social engineering 
and phishing attacks, crafting persuasive language-based techniques and fuelling various 
illegal activities such as password cracking and typo squatting. The generation of deceptive 
content and deepfakes using models such as GANs poses risks for manipulating public 
opinion and enabling telecommunication fraud. Crucially, the increasing prevalence of AI 
means that AI systems themselves are becoming direct targets of adversarial attacks, such 
as data poisoning, model manipulation, and prompt injection.

In parallel, GenAI and LLMs are being harnessed to significantly enhance defensive cyber-
security capabilities across multiple layers. They are proving effective in improving threat 
intelligence and information processing through advanced analysis of security data, NER, 
knowledge graph construction, and automated report generation. For automated threat 
detection and analysis, GANs and VAEs simulate attacks and detect anomalies, while 
LLMs assist in interpreting IDS rules, predicting attacker TTPs, and analysing code for 
vulnerabilities. GenAI and LLMs also contribute to cyber deception by simulating adap-
tive honeypots and automating deception ploys, thus improving intelligence gathering. 
Furthermore, AI systems are automating real-time incident response and supporting vul-
nerability management by assisting secure coding and identifying code vulnerabilities. A 
critical component of the defensive strategy involves securing the GenAI and LLM sys-
tems themselves, requiring robust adversarial machine learning defences, secure-by-design 
principles, and protecting training datasets using techniques such as differential privacy 
and federated learning.

Therefore, in the context of dual-use dilemma associated with GenAI methods, organ-
isations should urgently invest in technologies to secure their systems and strengthen 
employee competencies in threat analysis and incident response using similar GenAI-/
LLM-driven techniques.
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In conclusion, the evidence strongly indicates that GenAI and LLMs are deeply inte-
grated into the contemporary cybersecurity landscape, serving as powerful tools for both 
attackers and defenders. Their application spans diverse areas from intelligence gathering 
and threat detection to automated response and deception. The rapid evolution and dual-
use potential of these technologies necessitate continuous research, adaptation of security 
strategies, and the crucial development of defences specifically aimed at protecting AI 
systems themselves from malicious exploitation.
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